
Pseudorandomness in the (Inverseless) Haar Random Oracle Model

Prabhanjan Ananth∗

UCSB
John Bostanci†

Columbia
Aditya Gulati‡

UCSB
Yao-Ting Lin§

UCSB

Abstract

We study the (in)feasibility of quantum pseudorandom notions in a quantum analog of the random
oracle model, where all the parties, including the adversary, have oracle access to the same Haar random
unitary. In this model, we show the following:

• (Unbounded-query secure) pseudorandom unitaries (PRU) exist. Moreover, the PRU construction
makes two calls to the Haar oracle.

• We consider constructions of PRUs making a single call to the Haar oracle. In this setting, we show
that unbounded-query security is impossible to achieve. We complement this result by showing
that bounded-query secure PRUs do exist with a single query to the Haar oracle.

• We show that multi-copy pseudorandom state generators and function-like state generators (with
classical query access), making a single call to the Haar oracle, exist.

Our results have two consequences: (a) when the Haar random unitary is instantiated suitably, our
results present viable approaches for building quantum pseudorandom objects without relying upon one-
way functions and, (b) for the first time, we show that the key length in pseudorandom unitaries can be
generically shrunk (relative to the output length). Our results are also some of the first usecases of the
new “path recording” formalism for Haar random unitaries, introduced in the recent breakthrough work
of Ma and Huang.
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1 Introduction
Pseudorandomness is a powerful concept that is integral to not only cryptography but to the broader area
of theoretical computer science. In the recent years, there have been an exciting line of works on designing
pseudorandom primitives in the quantum world. Quantum pseudorandom primitives already have had a
major impact with applications in areas including quantum gravity theory [BFV20; ABF+24], quantum
machine learning [HBC+22], quantum complexity theory [Kre21; CLS24] and more importantly, in quantum
cryptography [AQY22; MY22]. From a cryptographic standpoint, thanks to Kretschmer’s result [Kre21]
(see also [KQST23]), there is some evidence to believe that many of the recently introduced quantum pseu-
dorandom primitives could be a weaker assumption than one-way functions. This has led to a plethora of
new results that suggest that commitments [AQY22; MY22; AGQY22; Yan22; BCQ23; HMY23; BEM+23;
ALY24; KT24a; BJ24], encryption schemes [AQY22; HMY23], digital signatures [MY22; BBO+24] could be
based on assumptions plausibly weaker than one-way functions.

One major criticism on this line of work is the fact that all the quantum pseudorandom primitives
proposed so far [JLS18; BS19; BS20; AQY22; AGQY22; BBSS23; LQS+23; ABF+24; AGKL24; MPSY24;
BM24] rely upon the existence of one-way functions. In order for us to gain more confidence that the
quantum pseudorandom primitives are weaker than one-way functions, it is imperative we need to look for
candidate constructions that do not rely upon the existence of one-way functions.

On Pseudorandomness from Random Quantum Circuits. Indeed, [AQY22] suggest using local
random circuits, that are quantum circuits with local Haar random gates, to design pseudorandom state
generators (PRSGs). A pseudorandom state generator [JLS18], one of the first quantum pseudorandom
primitives, is an efficient quantum circuit G that takes as input a key k ∈ {0, 1}λ and produces an n-qubit
quantum state such that the output distribution of G(k)⊗t, where t is a polynomial in λ, is computationally
indistinguishable from t copies of an n-qubit Haar random state.

It is natural to consider random quantum circuits to build pseudorandom state generators. In fact, [AQY22]
was not the only one to suggest using random quantum circuits to instantiate PRSGs. Couple of other
works [BCQ23; KT24b] also suggested using random circuits in the design of quantum cryptographic
primitives. Random quantum circuits are extensively studied, notably in quantum supremacy experi-
ments [AAB+19] and in the unitary design constructions [BHH16]. In some ways, random quantum circuits
share similar properties with Haar random unitaries. The seminal work of [BHH16] (see also [Haf22]) show
that random circuits with polynomial (in t) depth are unitary t-designs; in other words, random circuits
with sufficient depth agree with Haar random unitaries upto the tth moment. Recently, [SHH24] showed
that local random quantum circuits, where the local gates act on sufficiently many qubits, are close to Haar
random unitaries1, and [BHHP24] showed that states and unitaries generated by local random diagonal
circuits, where local diagonal gates act alternate with Hadamard gates, also have similar properties to Haar
random states and unitaries.

The PRSG candidate posited by [AQY22] roughly states that the output of polynomial-sized random
quantum circuits is pseudorandom. Interestingly, this candidate does not seem to rely upon one-way functions
at all. Unfortunately, they do not provide any evidence on the security of their candidate. Concretely
identifying cryptographic assumptions underlying this candidate is quite challenging.

This is reminiscent of many cryptographic constructions that use real-world hash functions, which work
well in practice although formally proving security of these constructions has remained elusive. To gain
more confidence in such constructions, we have often resorted to proving security in idealized models, such
as the random oracle model [BR93]. Although proving the security of constructions in the random oracle
model does not outright guarantee the security of their implementations in the real world (indeed, there
are counterexamples [CGH04]), so far, random oracles have been proven to be a useful heuristic and widely
adopted in theoretical and practical cryptography [Gre20]. Studying similar idealized models in the quantum
world could prove to be impactful in quantum cryptography.

1Concretely, in order to have the diamond norm between the random circuits and Haar random unitaries to be negligible in
λ, the local gates need to act upon ω(log(λ)) qubits.
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Our Work: Pseudorandomness in the Quantum Haar Random Oracle Model. We consider the
quantum Haar random oracle model (QHROM) introduced by Chen and Movassagh [CM24] as a quantum
analog of the random oracle model. In this model, all the parties have access to a Haar random unitary U
and its inverse. This model is especially useful to consider for cryptographic applications that use random
circuits as a building block. Since it is challenging to base certain properties of random quantum circuits
on cryptographic assumptions, we can instead consider an idealized model, where the adversary has access
to a Haar random oracle. Arguing security in this model would then provide insight into the security of the
construction where the Haar random oracle is instantiated with random quantum circuits. Beyond random
quantum circuits, other phenomena could also be modeled in this framework. As an example, Bouland,
Fefferman and Vazirani [BFV20] presented a candidate construction of pseudorandom state generators in
the conformal field theory. Towards proving security of this candidate, they modeled the time evolution
operators as a Haar random unitary and analyzed its behavior. [CM24] also proposed a construction of
succinct quantum commitments in the QHROM. Unfortunately, they were unable to prove its security and
they attribute the difficulty of proving security to the lack of tools for analyzing QHROM.

Indeed, proving security in the QHROM is much more challenging than its classical counterpart which
could also partially explain the reason why it took so long to establish the feasibility of pseudorandom
unitaries, which are efficiently computable unitaries that are computationally indistinguishable from Haar
random unitaries.

Towards making progress in this direction, we consider a relaxation of the QHROM, that we refer to as
the inverseless QHROM (iQHROM). In this relaxation, all the parties have access to a Haar random unitary
U but not its inverse. The focus of our work is to study quantum pseudorandom primitives in the iQHROM.
As we will see later, proving security in the iQHROM is already quite challenging and it involves developing
new techniques. Another reason to study the iQHROM is that showing feasibility results in the iQHROM
would serve as a stepping stone towards investigating the feasibility in the QHROM (with inverses).

1.1 Our Contributions
We initiate a research direction on understanding the feasibility of quantum pseudorandomness using Haar
random oracles. We focus on two pseudorandom primitives: namely pseudorandom state generators and
pseudorandom unitaries, both first defined in [JLS18]. We briefly discuss their definitions in the iQHROM
before stating our results:

• Pseudorandom state generators (PRSG) in the iQHROM: a PRSG is an efficient quantum circuit G,
with oracle access to a Haar random unitary U , that takes as input a key k ∈ {0, 1}λ2 and produces an
n-qubit quantum state. In terms of security, we require that any query-bounded adversary3 A, with
oracle access to U , should not be able to distinguish G(k)⊗t from |ψ⟩⊗t, where |ψ⟩ is an n-qubit Haar
random state. If t is an arbitrary polynomial then we call this multi-copy PRSGs and if t is fixed ahead
of time (similar to state designs), we call this bounded-copy PRSGs.

• Pseudorandom function-like state generators (PRFS) in the iQHROM: a PRFS is a keyed polynomial-
sized circuit GU (k, ·) that produces 2m(λ) many n-qubit states |ψx⟩ = GU (k,w). For PRFS security,
we require that any t query-bounded adversary AU that can adaptively request copies of |ψw⟩ can not
distinguish between the outputs of the PRFS generator and a family of 2m(λ) many i.i.d states sampled
from the Haar measure. If t is an arbitrary polynomial then we call this multi-copy PRFSs and if t is
fixed ahead of time (similar to state designs), we call this bounded-copy PRFSs.

• Pseudorandom unitaries (PRU) in the iQHROM: a PRU is a keyed polynomial-sized quantum circuit
GUk that is functionally equivalent to an m-qubit unitary. In terms of security, we require that any
query-bounded A, with oracle access to O and U , should not be able to distinguish whether O = GUk

2λ is the security parameter.
3Typically, PRSGs guarantee security only against quantum polynomial-time adversaries. In this work, similar to the setting

of state designs, we allow the adversary to be computationally unbounded. However, we restrict the number of queries made
by A to the Haar random oracle to be any polynomial in λ.
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or whether O = V , where V is a freshly sampled m-qubit Haar random unitary. If the number of
adversarial calls to GUk is an arbitrary polynomial then we call GUk an unbounded-query secure PRU
and if the number of calls is fixed ahead of time, we call it a bounded-query secure PRUs.

It should be emphasized at this point that in both the definitions, the adversary does have oracle access to
U .4 This is what makes the design of both these primitives challenging. This is akin to the random oracle
model, where the adversary also has access to the random function.

Unbounded-query secure PRUs. Our main result is showing that pseudorandom unitaries exist in the
iQHROM.

Theorem 1 (Informal). PRUs exist in the inverseless quantum Haar random oracle model.

We remark that our construction is quite simple: if U is the n-qubit Haar unitary and if k ∈ {0, 1}λ,
where λ ≤ n, is the PRU key then GUk = U(Xk ⊗ idn−λ)U . It is important to note that Gk makes two
sequential calls to U .

Implications to Pseudorandom Unitaries in the plain model. In the plain model, we can substitute
the Haar random oracle with sampling a single PRU key. Instantiating the PRU in the iQHROM with this
single sample of a pseudorandom unitary yields a new unitary that looks pseudorandom relative to the first
sample, at the cost of only sampling ω(log(λ)) more bits. Plugging these independent looking unitaries into
the construction of [SHH24] yields a PRU with a much larger output size, at the cost of only a small amount
of additional randomness. And as a corollary of our result, we show how to stretch the output length of any
PRU that exists in the plain model.

Theorem 2 (Informal). If any pseudorandom unitary family exists, there is a construction of pseudorandom
unitaries with keys of size O(λ) and output size O(λc) for all constants c.

The work of [GJMZ23] proved a similar result (although technically incomparable) where the resulting
pseudorandom unitary was only secure against a single adversarial query, but the stretching algorithm does
not require sampling any additional randomness.

We highlight that our stretched PRU only stretches output length. In particular, it does not shrink the
key length; though the increase in output length is much larger than the increase in key length. Hence, for
some output size n, one could start from PRUs for a much smaller security parameter (say, nδ), and build a
pseudorandom unitary with output length n. The question of taking a pseudorandom unitary with a fixed
output length to another pseudorandom unitary with the same output length, but smaller key, is still an
open question.

Unbounded-query secure PRUs: On the number of calls needed. It is interesting to explore if it
is inherent that Gk needs to make at least two calls to U . We show that it is necessary. Informally, we show
that any PRU construction making a single call to U is insecure as long as the adversary is allowed to make
Ω
(

λ
log(λ)

)
queries to the PRU.

Theorem 3 (Informal). Any PRU construction that only makes a single query to the Haar random oracle
is insecure against adversaries making Ω

(
λ

log(λ)

)
non-adaptive queries to the PRU.

Bounded-query secure PRUs. The above negative result leads us to an intriguing question: does there
exist a PRU construction that only makes a single call to the Haar random oracle and satisfies security
as long as the adversary only makes an a priori bounded number of queries to the PRU? We answer this
question below.

4We assume that the number of queries to U is an arbitrary polynomial.
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Theorem 4 (Informal). PRUs exist in the inverseless quantum Haar random oracle model with the following
properties: (a) the construction makes a single call to the Haar oracle, (b) the adversary makes at most
O
(

λ
(log(λ))1+ε

)
queries, for ε > 0.

From our negative result (Theorem 3), we have that condition (b) in the above theorem is tight.

Negative Result: Generalization to the Parallel Query case. We already saw that at least two
calls to the Haar oracle are necessary if we were to design PRUs with unbounded query security. However,
our construction in Theorem 1 makes two sequential calls to the Haar random oracle. A natural question
is: are two sequential calls necessary? We answer this question in the affirmative. In fact, we show that
any number of parallel calls to the Haar random oracle is not sufficient. Concretely, we show that any PRU
making arbitrary number of parallel calls to the Haar random oracle U (i.e. of the form, W · U⊗t · V , for
some unitaries W,V and for some polynomial t) is insecure as long as the adversary is allowed to make Ω (λ)
queries to the PRU and U .

Theorem 5 (Informal). Any PRU construction that only makes parallel queries to the Haar oracle is insecure
against adversaries making Ω(λ) non-adaptive queries to the PRU.

Pseudorandom Quantum States and Function-like States in the iQHROM. We next look at pseu-
dorandom state generators in the iQHROM. Since PRUs imply PRSGs, we immediately get the implication
that PRSGs exist in the iQHROM. The question, then, is if there are even simpler constructions of PRSGs
in the iQHROM. We show the following.

Theorem 6 (Informal). PRSGs exist in the inverseless quantum Haar random oracle model with the fol-
lowing properties: (a) the construction makes a single call to the Haar oracle and, (b) the adversary is given
an arbitrary polynomial number of copies.

In particular, our result shows that the negative result Theorem 3 only holds for PRUs and not PRSGs
and PRFSs. We note that [BFV20] proposed a much more involved construction of PRSGs in the stronger
QHROM model although they did not formally prove the security of their candidate. We also extend our
construction of pseudorandom states to a construction of pseudorandom function-like states.

Theorem 7 (Informal). PRFSs exist in the inverseless quantum Haar random oracle model, with the fol-
lowing properties: (a) the construction makes a single call to the Haar random oracle and, (b) the adversary
is given an arbitrary polynomial number of classical queries.

Results Summary (Informal)

1. Unbounded query secure PRUs, with two calls to the Haar random oracle, exist in iQHROM (Theo-
rem 1)

2. Unbounded query secure PRUs exist with keys of size O(λ1/c) for any constant c, if any PRU exists in
the plain model (Theorem 2).

3. Unbounded query secure PRUs, with one call to the Haar random oracle, does not exist in iQHROM
(Theorem 3)

4. Bounded query secure PRUs, with one call to the Haar random oracle, exists in iQHROM (Theorem 4)

5. Multi-copy PRSGs, with one call to the Haar random oracle, exists in iQHROM (Theorem 6)

6. Adaptively secure PRFSs, with one call to the Haar random oracle, exists in the iQHROM (Theorem 7)

7. The negative result in bullet 3 can be generalized further: unbounded query secure PRUs, with any
number of parallel calls to the Haar random oracle, does not exist in iQHROM (Theorem 5)
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Figure 1: A summary of our results, time goes up in all diagrams. (a) We show that the simple UXU
is indistinguishable from an independently sampled Haar random unitary for adversaries who have query
access to U . (b) We also show that up to λ/ log(λ) queries, the even simpler unitary ZU is indistinguishable
from a Haar random unitary to adversaries that have query access to U . (c) We also show that there is no
construction of O(λ)-secure pseudo-random unitaries that only make a single parallel query to the common
Haar random unitary, if the adversary is given polynomial-space computation. (d) Finally, we show that
simply calling the Haar random unitary on a uniformly random classical basis state is indistinguishable from
a Haar random state to adversaries that get polynomially many queries to U , yielding both PRSGs and
PRFSs

2 Related Work
Quantum Pseudorandomness. Study into quantum pseudorandomness began with the work of [JLS18],
who first defined pseudorandom states and unitaries.[JLS18] presented the first construction of pseudoran-
dom states from one-way functions. Since then, a few works [BS19; BS20; AGQY22] presented improved
and simpler constructions of pseudorandom states. However, until very recently, the construction of pseudo-
random unitaries have remained elusive. Recently, a few works [LQS+23; AGKL24; BM24] made progress
on building pseudorandom unitaries. Specifically, they consider the security of pseudorandom unitaries on
specific sets of queries.

Building on these results, [MPSY24] provided the first constructions of non-adaptively secure pseudoran-
dom unitaries, which used the so-called PFC ensemble (which stands for “Permutation-Random Function-
Clifford”). [CBB+24] simultaneously constructed pseudorandom unitaries from random permutations, but
both papers rely heavily on Schur-Weyl duality and the properties of the symmetric group. Recently,
[MH24] extended the compressed oracle techniques of [Zha19] to the path recording formalism for Haar
random unitaries. Specifically, they show that the PFC ensemble is a pseudorandom unitary and that C†PFC
is additionally inverse secure. [SHH24] showed that low-depth pseudorandom unitaries can be instantiated
from concrete assumptions such as LWE.
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Common Haar State Model. The common Haar random state model (CHRS) [AGL24; CCS24] is an
idealized model of computation where all parties have access to a joint common state, and can be viewed
as the quantum equivalent of the classical common reference string model. Both works show that in the
CHRS model, some form of bounded copy pseudorandom states with short keys (and therefore quantum bit
commitments) exist, while ruling out a wide range of other primitives. [AGL24] rule out quantum cryptog-
raphy primitives with classical communication, and [CCS24] rule out unbounded copy pseudorandom states.
While this idealized model is interesting to study and provides both efficient constructions of cryptographic
primitives and black box separations, the model can be problematic to instantiate in a realistic setting. For
example, instantiating the model in the real world might require a complicated multi-party computation to
compute a shared quantum state, or a trusted third party who can distribute copies of the state.

Quantum Haar Random Oracle Model. The quantum Haar random oracle model was first introduced
in [CM24], who provided a construction of succinct commitments. However, [CM24] was not able to analyze
the security of their mode in the QHROM. [BFV20] separately consider the QHROM, using it as an idealized
model of the scrambling behavior of black holes. They provide a construction of pseudorandom states, with
a proof sketch. The common denominator in both the works is the lack of techniques to formally analyze
security in the quantum Haar random oracle model. Finally, [Kre21] considers an idealized version of
pseudorandom states, consisting of 2λ many Haar random unitaries. They show that relative to this oracle
and a PSPACE oracle, one-way functions do not exist while pseudorandom unitaries do.

3 Technical Overview
Here we provide proof sketches for the our construction of unbounded-copy secure pseudorandom unitaries
in the iQHROM (Section 3.2), our negative result on an unbounded pseudorandom unitary from a single
parallel query (Section 3.3), our construction of bounded-copy secure pseudorandom unitaries from a single
query in the iQHROM (Section 3.4), and our simple construction of pseudorandom states in the iQHROM
(Section 3.5).

3.1 Path Recording Formalism of Ma and Huang
We begin by recalling the (forward secure) characterization of Haar random unitaries, known colloquially
as the path recording framework. If A, X and Y be three quantum registers, with A being the adversary’s
register and XY being purifying registers, then the path recording oracle PR : AXY 7→ AXY is the following
linear map:

PR : |x⟩A ⊗ |R⟩XY 7→
1√

N − |R|

∑
y∈[N ]\Im(R)

|y⟩A ⊗ |R ∪ {(x, y)}⟩ ,

where R is an injective relation state, which is a set of input/output pairs with the condition that the same
output never appears twice in the set, and Im(R) is the set of outputs in the relation state. In the rest of this
technical overview, we drop the normalizing factor of 1√

N−|R|
. [MH24] show that the path recording oracle

is right invariant and thus indistinguishable from oracle access to a Haar random unitary. In the paper of
[MH24], the authors go on to argue that the action of a uniformly random sampled permutation and binary
phase function (i.e. PF) is identical to the path recording oracle if the inputs to the oracle are distinct. Using
the properties of a 2-design, they show that any adversary (except with negligible probability) will query the
PF part of the PFC oracle on distinct strings, allowing them to claim the following are all (approximately)
indistinguishable from each other

PFC ≈ PR · C ≈ PR ≈ PR · U ≈ PF · U = U .

As the path recording framework is so important to the result of this paper, we review some of the proof.
Let A be a t-query adversary, and let |APR⟩ be the state of the adversary with access to PR. We can write
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this state as follows:

|APR⟩ =
t∏
i=1

(PRAXY ·Ai) |0⟩A ⊗ |{}⟩XY .

Expanding the definition of the path recording oracle, we get the following state:

|APR⟩ =
∑
x⃗∈[N ]t

y⃗∈[N ]tdist

t∏
i=1

(|yi⟩⟨xi| ·Ai) |0⟩A ⊗ |{(xi, yi)}i∈[t]⟩XY .

Now consider another oracle, where instead of only being given access to the path recording oracle, the
adversary is given access to an oracle that first applies a unitary U =

∑
x,y∈[N ] αxy|y⟩⟨x|, and then applies

the path recording oracle.

|APR·U ⟩ =
∑
x⃗∈[N ]t

y⃗∈[N ]tdist

t∏
i=1

(|yi⟩⟨xi| · U ·Ai) |0⟩A ⊗ |{(xi, yi)}i∈[t]⟩XY

=
∑
x⃗∈[N ]t

y⃗∈[N ]tdist

t∏
i=1

(∑
zi

αzi,xi |yi⟩⟨zi| ·Ai

)
|0⟩A ⊗ |{(xi, yi)}i∈[t]⟩XY

=
∑

x⃗,z⃗∈[N ]t

y⃗∈[N ]tdist

t∏
i=1

(|yi⟩⟨zi| ·Ai) |0⟩A ⊗ αzi,xi
|{(xi, yi)}i∈[t]⟩XY

=
∑

x⃗,z⃗∈[N ]t

y⃗∈[N ]tdist

t∏
i=1

(|yi⟩⟨xi| ·Ai) |0⟩A ⊗ αxi,zi |{(zi, yi)}i∈[t]⟩XY

=
∑
x⃗∈[N ]t

y⃗∈[N ]tdist

t∏
i=1

(|yi⟩⟨xi| ·Ai) |0⟩A ⊗ U⊗tX |{(xi, yi)}i∈[t]⟩XY .

Here the second line is the result of expanding U , the third line is the result of aggregating all of the sums
and moving the coefficient αzi,xi

to the purifying register, and the next lines the result of re-labelling xi ↔ zi
and subsequently applying the definition of U again. Thus, the state in the A register (after tracing out
XY) remains un-changed after applying U . Taking U to be sampled from the Haar measure, we see that the
state of an adversary with access to the path recording oracle is identical to their state if they first applied
a Haar random unitary and then had the path recording oracle act, which is itself indistinguishable from a
Haar random unitary (without the path recording).

3.2 (Unbounded) PRUs with Two Queries
The construction of unbounded-query pseudorandom unitaries in the iQHROM (with U being the Haar
random oracle) is the following

PRUUk = U(Xk ⊗ id)U .

To show that this is a pseudorandom unitary, our goal is to show that (U,PRUUk ) is computationally indis-
tinguishable from (U, V ), where V is sampled independently from the Haar measure, to an adversary that
makes a polynomial number of queries. At a high level, we want to show that (in the purifying register), Xk

allows the path recording oracle to dis-entangle calls to U and PRUUk , which will allow the oracle (except
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with negligible probability) to record the calls to the pseudorandom unitary in a separate register than calls
to U , resembling an entirely distinct path recording oracle.

In order to prove this, we can extend the path recording oracle to the case when an adversary A gets
access to two Haar random unitaries U and V and makes t queries. In this case, we can replace both Haar
random unitaries with distinct path recording oracles PR1 and PR2, each with their own purifying register,
X1Y1, and X2Y2. If we say APR1,PR2 makes alternating queries to each of their oracles (with unitaries Ai and
Bi before the respective oracle calls), we can express their state as follows:

|APR1,PR2⟩ =
∑

x⃗,⃗a∈[N ]t

y⃗,⃗b∈[N ]tdist

t∏
i=1

(|bi⟩⟨ai| ·Bi|yi⟩⟨xi| ·Ai) |0⟩A ⊗ |{(xi, yi)}i∈[t]⟩X1Y1
|{(ai, bi)}i∈[t]⟩X2Y2

.

Similarly, we can write the state of the t-query adversary after querying U and PRUUk for a uniformly random
k using the path recording framework as follows:

|APR,PRU(PR)⟩

=
∑

k∈{0,1}λ

∑
x⃗,⃗a,⃗c∈[N ]t

(y⃗,⃗b,d⃗)∈[N ]3tdist

t∏
i=1

(|di⟩⟨ci|bi ⊕ k⟩⟨ai| ·Bi|yi⟩⟨xi| ·Ai) |0⟩A ⊗ |{(xi, yi), (ai, bi), (ci, di)}i∈[t]⟩XY|k⟩K

=
∑

k∈{0,1}λ

∑
x⃗,⃗a,∈[N ]t

(y⃗,⃗b,d⃗)∈[N ]3tdist

t∏
i=1

(|di⟩⟨ai| ·Bi|yi⟩⟨xi| ·Ai) |0⟩A ⊗ |{(xi, yi), (ai, bi), (bi ⊕ k, di)}i∈[t]⟩XY|k⟩K .

Here the first line uses the fact that Xk|y⟩ = |y ⊕ k⟩, together with the expansion of the path recording
oracle PR. The second line removes terms in the sum for which ⟨ci|bi ⊕ k⟩ = 0. Note that we also purify the
key register K so that we can write the adversary’s purified view as a pure state.

To show the closeness between |APR1,PR2⟩ and |APR,PRU(PR)⟩ after partially tracing out their purified
registers, our approach is to define two isometries Split : XYK→ X1Y1X2Z2Y2K and Augment : X1Y1X2Y2 →
X1Y1X2Z2Y2K, where Z2 is an ancilla register, such that

Split|APR,PRU(PR)⟩ ≈ Augment|APR1,PR2⟩.

For intuition, we have the following classical interpretation of path recording oracles.

Splitting |APR,PRU(PR)⟩. Suppose a classical algorithm A is given oracle access to randomized oracles f :

{0, 1}n → {0, 1}n and Gfk : {0, 1}n → {0, 1}n. Without loss of generality, we assume that A alternatively asks
t = poly(λ) queries to each of f and Gfk .

5 The distribution of (f,Gfk) is defined via the following interactive
experiment involving a challenger C and an adversary A. First, C initializes an empty relation R = ∅ and
samples k $← {0, 1}n. For odd i’s, upon receiving query xi to f , C samples yi

$← {0, 1}n \ Im(R), adds (xi, yi)
to R, and returns yi to A. For even i’s, upon receiving query xi to Gfk , C samples zi/2

$← {0, 1}n \ Im(R),
adds (xi, zi/2) to R, samples yi

$← {0, 1}n \ Im(R), adds (zi/2 ⊕ k, yi) to R, and returns yi to A. Note that
even if some xi’s are equal to each other, the corresponding yi’s are pairwise distinct. At the end, A has
learned the query-answer pairs {(xi, yi)}i∈[2t]. On the other hand, R is of size 3t and becomes

{(x1, y1), (x2, z1), (z1 ⊕ k, y2), . . . , (x2t−1, y2t−1), (x2t, zt), (zt ⊕ k, y2t)}.

We crucially rely on the notion of correlated pairs defined as follows. Given (R, k), a pair ((u, v), (u′, v′)) ∈
R × R is k-correlated if v ⊕ u′ = k. Note that, as long as there are only t many k-correlated pairs, we can

5That is the adversary makes all odd-indexed queries to f and all even-indexed queries to Gf
k .
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always split odd and even queries. We say that A wins if there are more than t many k-correlated pairs in
R.

We first show that A’s winning probability is negligible. The idea is to defer the sampling of k until A is
done with querying. Consider the following identically distributed experiment. First, C initializes an empty
relation R = ∅. For odd i’s, upon receiving query xi to f , C samples yi

$← {0, 1}n \ Im(R), adds (xi, yi) to
R, and returns yi to A. For even i’s, upon receiving query xi to Gfk , C samples yi

$← {0, 1}n \ Im(R), adds
(⊥, yi) to R, and returns yi to A. At the end, for i ∈ [t], C samples zi

$← {0, 1}n \ Im(R) and adds (x2i, zi)

to R. Finally, C samples k $← {0, 1}n and updates (⊥, y2i) 7→ (zi ⊕ k, y2i) for i ∈ [t].
By a careful case analysis, we show that for any (x⃗, y⃗, z⃗)6 in the support, Rk := {(x1, y1), (x2, z1), (z1 ⊕

k, y2), . . . , (x2t−1, y2t−1), (x2t, zt), (zt⊕ k, y2t)} has more than t many k-correlated pairs if and only if k is of
the form xi ⊕ yj or xi ⊕ zj for some i, j. That is to say, right before C samples k, there are always at most
O(t2) = poly(λ) many “bad” keys k such that (Rk, k) has more than t many k-correlated pairs. Therefore,
the winning probability of A is at most O(t2/2λ) = negl(λ). Suppose A does not win, observe that Rk has
exactly t mutually disjoint k-correlated pairs. With the information of k, one can uniquely map Rk into
(Riso

k , R
cor
k ) where Riso

k := {(x2i−1, y2i−1)}i∈[t] and Rcor
k := {(x2i, zi, y2i)}i∈[t].

Augmenting |APR1,PR2⟩. Suppose a classical algorithm A is given oracle access to randomized oracles
f1, f2 : {0, 1}n → {0, 1}n. Similarly, we assume that A alternatively asks t queries to each oracle. The
distribution of (f1, f2) is defined via the following interactive experiment involving a challenger C and an
adversary A. First, C initializes two empty relations R1 = R2 = ∅. For odd i’s, upon receiving query xi
to f1, C samples yi

$← {0, 1}n \ Im(R1 ∪ R2), adds (xi, yi) to R1, and returns yi to A. For even i’s, upon
receiving query xi to f2, C samples yi

$← {0, 1}n \ Im(R1 ∪R2), adds (xi, yi) to R2, and returns yi to A.7 At
the end, we have R1 = {(x2i−1, y2i−1)}i∈[t] and R2 = {(x2i, y2i)}i∈[t].

Now, our goal is to sample ({zi}i∈[t], k) conditioned on (R1, R2) so that the joint distribution of ({(x2i−1, y2i−1)}i∈[q]
and {(x2i, zi, y2i)}i∈[t], k) is negligibly close to that of (Riso

k , R
cor
k , k) in the previous experiment. The follow-

ing natural way turns out to work: for i ∈ [t], sample zi
$← {0, 1}n \ (Im(R1 ∪ R2) ∪

⋃
j<i{zj}); sample a

uniformly random k conditioned on k is not of the form xi ⊕ yj or xi ⊕ zj for some i, j.

It turns out that the above classical reasoning offers a method for deriving the quantum proof in Section 7,
though it involves technical subtleties. To work through these technical subtleties, we introduce a framework
of working with relation states in Section 6.3. We employ the mentioned framework to construct Split and
Augment.

3.3 (Unbounded) PRUs: One Parallel Query is Insufficient
We also show that sequential queries to the Haar random oracle are required to get unbounded query secure
pseudorandom unitaries. Formally, we show that for every PRU construction in the iQHROM that only
makes a single parallel calls to U , there is a polynomial space adversary that breaks PRU security with O(λ)
many non-adaptive calls to the PRU and common Haar random unitary. In order to prove this, we use the
quantum OR attack from [CCS24]. In particular, we show how, using the ricochet property of EPR pairs,
an adversary can prepare the Choi state |ΦPRUk

⟩ from many copies of |ΦU ⟩.
Then, an adversary given oracle access to O can prepare many copies of |ΦO⟩ and perform swap tests

with |ΦPRUk
⟩ to determine if they have access to one of the pseudorandom unitaries or an independently

sampled Haar random unitary. Since there is a unitary that prepares |ΦPRUk
⟩ from many copies of |ΦU ⟩,

the adversary can recover and re-use their copies of |ΦU ⟩. The proof of correctness follows a similar line
as [CCS24]. We also present a tighter analysis using techniques from [AGL24] when the PRU construction
queries the Haar random oracle exactly once.

6Here x⃗ := (x1, x2, . . . , x2t), y⃗ := (y1, y2, . . . , y2t) and z⃗ := (z1, x2, . . . , zt).
7Notice that by definition, it is always the case that Im(R1) ∩ Im(R2) = ∅ whereas it is not necessarily true for |APR1,PR2 ⟩.

However, in Section 6 we prove that making such an approximation only introduces negligible error.
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3.4 (Bounded) PRUs with One Query: Feasibility
In the case where the construction only makes a single query to the Haar random oracle, we present an even
simpler construction of o(λ/ log(λ))-query secure pseudorandom unitaries. Specifically, the pseudorandom
unitary is the following

PRUUk = (Zk ⊗ id)U .

We prove that all adversaries making o(λ/ log(λ)) (potentially adaptive) calls to PRU and arbitrary polyno-
mial calls to U cannot distinguish between PRU and an independently sampled Haar random unitary. To
show this, begin by writing out the construction using the path recording framework to represent U . We will
write the state assuming that the adversary t total queries of with ℓ queries are made to PRUUk (on indices
a = {a1, . . . , aℓ}).

|APR,PRU(PR)⟩ =

∑
k∈{0,1}λ

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

(−1)⟨k||0
n−λ,

⊕
i∈a yi⟩

t∏
i=1

(|yi⟩⟨xi| ·Ai) |0⟩A

⊗ |{(xi, yi)}i∈[t]⟩XY|k⟩K .

Here the phase comes from the fact that Zk|y⟩ = (−1)⟨k,y⟩|y⟩. Then we can push both the phase, and sum
over keys into the K register to the following state

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

t∏
i=1

(|yi⟩⟨xi| ·Ai) |0⟩A|{(xi, yi)}i∈[t]⟩XY
∑

k∈{0,1}λ
(−1)⟨k||0

n−λ,
⊕

i∈a yi⟩|k⟩K

Then if we apply an isometry that appends n−λ many 0’s to the key register and then performs an n-qubit
Hadamard, we get the following.

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

t∏
i=1

(|yi⟩⟨xi| ·Ai) |0⟩A|{(xi, yi)}i∈[t]⟩XY|
⊕
i∈a

yi⟩K

Using the idea of ℓ-fold collision-freeness from [AGL24], we are able to show that if y⃗ is an ℓ-fold collision-
free set, the XOR of all the {yi}i∈a will suffice to determine all {yi}i∈a from y⃗. We show that as long as
ℓ = o(λ/ log(λ)), the weight on ℓ-fold collision-free y⃗’s is overwhelming. Thus, there is an isometry that for
most y⃗’s identifies {yi}i∈a from the XOR value in the key register, and extracts the elements of the set into
a new relation state. Hence, outputting a state close to the following

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

t∏
i=1

(|yi⟩⟨xi| ·Ai) |0⟩A|{(xi, yi)}i∈[t]\a⟩|{(xi, yi)}i∈a⟩XY.

This is exactly the state that the adversary would have after querying two independent Haar random uni-
taries, as desired.

3.5 (Unbounded) Pseudorandom States with One Query
We also present an extremely simple construction of pseudorandom states in the iQHROM. The pseudoran-
dom state for key k of size λ is simply

|ψk⟩ = U |k||0n⟩ .
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In order to show that this is a pseudorandom state even against adversaries who can query U , we write
out the state of the adversary who recieves t copies of the pseudorandom state as input. The state will be
proportional to

2λ−1∑
k=0

(PR|k||0⟩)⊗t |k||0n⟩ =
∑

y1,...,yt∈[N ]tdist

|y1, . . . , yt⟩ ⊗
2λ−1∑
k=0

|{(k||0, yi)}ti=1⟩|k||0⟩ .

Then when the adversary makes s additional calls to the Haar random unitary, they will have the following
state

∑
x⃗∈[N ]s

∑
(y⃗,z⃗)∈[N ]t+s

dist

(
s∏
i=1

|zi⟩⟨xi|Ai

)
|y1, . . . , yt⟩|0⟩ ⊗

2λ−1∑
k=0

|{(k||0, yi)}ti=1 ∪ {(xj , zj)}sj=1⟩|k||0⟩

Then, we can imagine the state that results from projecting the key register onto keys not in the support of
x⃗. Since there are at most t keys, this will lead to an error of O(t/

√
2λ). For those keys that are distinct

from {xj}, we can apply an isometry on the purifying register that extracts out the elements of the relation
that have input k||0, to get the following state

∑
x⃗∈[N ]s

∑
(y⃗,z⃗)∈[N ]t+s

dist

(
s∏
i=1

|zi⟩⟨xi|Ai

)
|y1, . . . , yt⟩|0⟩ ⊗ |{(0, yi)}ti=1⟩|{(xj , zj)}sj=1⟩ .

Notice that for the Haar random case, y and z are sampled independently instead of being sampled to
be distinct from each other. However, the probability that uniformly random z⃗ overlaps with y⃗ is on the
order of (t + s)2/2n+λ. Thus, the two states are close in trace distance, and our original construction is a
pseudorandom state.

4 Preliminaries
We denote the security parameter by λ. We assume that the reader is familiar with fundamentals of quantum
computing, otherwise readers can refer to [NC10].

4.1 Notation
Indexing and sets We use the notation [n] to refer to the set {1, . . . , n}. For a string x ∈ {0, 1}n+m, let
x[1:n] to denote the first n bits of x. For a finite set T , we use the binomial notation

(
T
k

)
to refer to the set of

all size-k subsets of T . We also use the notation x
$← T to indicate that x is sampled uniformly at random

from T . For N, ℓ ∈ N, we let N↓ℓ =
∏ℓ−1
i=0(N − i). We use ⊎ to denote the disjoint union of two sets.

Set products and the symmetric group We use Symt to refer to the symmetric group over t elements
(i.e. the group of all permutations of t elements). Given a set A and t ∈ N, we use the notation At to denote
the t-fold Cartesian product of A, and the notation Atdist to denote distinct subspace of At, i.e. the vectors
in At, y⃗ = (y1, . . . , yt), such that for all i ̸= j, yi ̸= yj . We also define {x⃗} :=

⋃
i∈[t]{xi}.

Quantum states and distances A register R is a named finite-dimensional Hilbert space. If A and
B are registers, then AB denotes the tensor product of the two associated Hilbert spaces. We denote by
D(R) the density matrices over register R. For ρAB ∈ D(AB), we let TrB(ρAB) ∈ D(A) denote the reduced
density matrix that results from taking the partial trace over B. We denote by TD(ρ, ρ′) = 1

2∥ρ− ρ
′∥1 the

trace distance between ρ and ρ′, where ∥X∥1 = Tr
(√

X†X
)

is the trace norm. For two pure (and possibly
subnormalized) states |ψ⟩ and |ϕ⟩, we use TD(|ψ⟩, |ϕ⟩) as a shorthand for TD(|ψ⟩⟨ψ|, |ϕ⟩⟨ϕ|). We also say
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that A ⪯ B if B − A is a positive semi-definite matrix. For a permutation σ ∈ Symt, we let (Sσ)R1...Rt be
the nt-qubit unitary that acts on registers R1, . . . ,Rt by permuting the registers according to σ. That is,

Sσ|x1, . . . , xt⟩ = |xσ(1), . . . , xσ(t)⟩ .

We denote by Hn the Haar distribution over n-qubit states, and µn the Haar measure over n-qubit unitaries
(i.e. the unique left and right invariant measure).

4.2 Cryptographic Primitives
In this section, we define the quantum cryptographic primitives that we reference in the rest of the paper,
beginning with pseudorandom states [JLS18].

Definition 8 (Pseudorandom states). We say that a quantum polynomial-time algorithm G is a pseudoran-
dom state (PRS) generator if the following holds:

• (Pure output) For all λ and k ∈ {0, 1}λ, the algorithm outputs

Gλ(k) = |ψk⟩⟨ψk| ,

for some n(λ)-qubit pure state |ψk⟩.

• (Pseudorandomness) For all polynomials t and quantum polynomial-time adversaries A, there exists a
negligible function ϵ such that for all λ,∣∣∣∣ Pr

k←{0,1}λ

[
1← Aλ(|ψk⟩⊗t(λ))

]
− Pr
|ψ⟩←Hn(λ)

[
1← Aλ(|ψ⟩⊗t(λ))

]∣∣∣∣ ≤ ϵ(λ) .
In the iQHROM, both Gλ and Aλ have oracle access to a family of unitaries {Uλ}λ∈N sampled from the Haar
measure on λ qubits.

Pseudorandom state generators can be generalized into pseudorandom function-like states [AGQY22],
which are a family of states (indexed by a parameter w) that look as if they were all sampled independently
from the Haar measure.

Definition 9 (Pseudorandom function-like states). A quantum polynomial-time algorithm G is an adaptively
secure pseudorandom function-like state (APRFS) generator if for all quantum polynomial-time adversaries
A, there exists a negligible function ϵ such that for all λ,∣∣∣∣ Pr

k←{0,1}λ

[
1← AOPRFS(k,·)

λ

]
− Pr
OHaar

[
1← AOHaar(·)

λ

]∣∣∣∣ ≤ ε(λ),
where:

• OPRFS(k, ·), on input w ∈ {0, 1}m(λ), outputs Gλ(k,w).

• OHaar(·), on input w ∈ {0, 1}m(λ), outputs |ϑw⟩, where, for every y ∈ {0, 1}m(λ), |ϑy⟩ ← Hn(λ).

Moreover, the adversary Aλ has classical access to OPRFS(k, ·) and OHaar(·). That is, we can assume without
loss of generality that any query made to either oracle is measured in the computational basis.8

In the iQHROM, both Gλ and Aλ have oracle access to a family of unitaries {Uλ}λ∈N sampled from the
Haar measure on λ qubits.

We say that G is a (λ,m(λ), n(λ))-APRFS generator to succinctly indicate that its input length is m(λ)
and its output length is n(λ).

8In [AGQY22], the authors further study a stronger security notation called quantum-accessible adaptively secure pseudo-
random function-like states (QAPRFS), where the adversary has superposition oracle access to OPRFS(k, ·) and OHaar(·).
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Pseudorandom unitaries [JLS18] are the quantum equivalent of a pseudorandom function, in that an
adversary can not distinguish the PRU from a truly Haar random unitary.

Definition 10 (Pseudorandom unitaries). We say that a quantum polynomial-time algorithm G is a pseu-
dorandom unitary if for all quantum polynomial-time adversaries A, there exists a negligible function ϵ such
that for all λ, ∣∣∣∣ Pr

k←{0,1}λ

[
1← AGλ(k)

λ

]
− Pr
U←µn(λ)

[
1← AUλ

]∣∣∣∣ ≤ ϵ(λ) .
In the iQHROM, both Gλ and Aλ have oracle access to an additional family of unitaries {Uλ}λ∈N sampled
from the Haar measure on λ qubits.

4.3 Useful Lemmas
Here we present useful quantum lemmas that should be familiar to a reader well versed in quantum compu-
tation.

Lemma 11 (Gentle operator lemma, a special case of [Wil11, Lemma 9.4.2 & Exercise 9.4.1]). Let |ψ⟩ be a

subnormalized state and Π a projector. Then TD(|ψ⟩,Π|ψ⟩) ≤
√
1− ∥Π|ψ⟩∥2 .

Lemma 12. Let |ϕ⟩ be a state and |ψ⟩ a subnormalized state, ∥|ψ⟩∥ ≥ |⟨ψ|ϕ⟩|.
Proof. By Cauchy-Schwarz inequality, |⟨ψ|ϕ⟩|2 ≤ ∥|ψ⟩∥2∥|ϕ⟩∥2. Since ∥|ϕ⟩∥ = 1, we have |⟨ψ|ϕ⟩| ≤ ∥|ψ⟩∥.

Lemma 13. Let {|i⟩}i∈[N ] be some set of orthonormal vectors. Let |ψ⟩ =
∑
i|i⟩|ψi⟩ be a normalized state.

Let {αi}i∈[N ], be a set of non-negative real numbers with αi ≥ β. Define the vector |ϕ⟩ :=
∑
i αi|i⟩|ψi⟩. Then

⟨ψ|ϕ⟩ ≥ β.

Proof. Notice that ⟨ψ|ϕ⟩ =
∑
i αi⟨ψi|ψi⟩. Since αi ≥ β and ⟨ψi|ψi⟩ ≥ 0, we have ⟨ψ|ϕ⟩ ≥ β ·

∑
i⟨ψi|ψi⟩.

Moreover, since |ψ⟩ is normalized, we have ⟨ψ|ψ⟩ =
∑
i⟨ψi|ψi⟩ = 1. Hence, ⟨ψ|ϕ⟩ ≥ β.

Lemma 14 (Ricochet property). Let |Ω⟩ be an EPR pair on registers AB and U be a unitary acting on A,
then the following holds:

(U ⊗ id)|Ω⟩ = (id⊗ U⊺)|Ω⟩ .

5 Ma-Huang’s Path-Recording Framework
We first recall the path-recording framework by Ma and Huang [MH24]. Most of the text is copied verbatim
from [MH24], but is contained here for the sake of completeness.

5.1 Oracle Adversary
We present the following definition of an oracle adversary.

Definition 15 (Oracle Adversary). An oracle adversary A is a quantum algorithm that makes queries to an
oracle O that acts on the first n qubits of the adversary’s space, which we call the A register. The adversary
also has an m-qubit ancillary space, which we call the B register. A t-query adversary A specified by a t-tuple
of unitaries (A

(1)
AB, . . . , A

(t)
AB).

Definition 16 (Oracle Adversary’s view after t queries). Given a t-query adversary A specified by a t-tuple
of unitaries (A

(1)
AB, . . . , A

(t)
AB), we define the adversary’s view after t queries as:

|AOt ⟩AB =

t∏
i=1

(
OA ·A(i)

AB

)
|0⟩AB

Here, O represents the n-qubit oracle, and A(i)
AB is the unitary operation applied by the adversary between the

(i− 1)th and ith oracle queries. For an arbitrary t, we denote as |AO⟩AB.
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Generalizations. We consider generalized oracle adversaries in this work, where the adversary has access
to two or more oracles. We also consider a restricted adversary who only makes selective calls.

Definition 17 (Multi-Oracle Adversary). An oracle adversary A is a quantum algorithm that makes queries
to ℓ oracles O1, . . . ,Oℓ each of which acts on the first n qubits of the adversary’s space, which we call the A
register. The adversary also has an m-qubit ancillary space, which we call the B register. A t-query adversary
A specified by a t-tuple of unitaries (A

(1)
AB, . . . , A

(t)
AB). Here, t denotes the total number of queries to all of the

oracles O1, . . . ,Oℓ.

Definition 18 (Multi-Oracle Adversary’s view after t queries). Given a t-query multi-oracle adversary A
specified by a t-tuple of unitaries (A

(1)
AB, . . . , A

(t)
AB), we define the adversary’s view after t queries as:

|AO1,...,Ot

t ⟩AB =

t∏
i=1

(
O(i)

A ·A
(i)
AB

)
|0⟩AB

Here, O(i) ∈ {O1, . . . ,Oℓ} represents one of the ℓ n-qubit oracles, and A(i)
AB is the unitary operation applied

by the adversary between the (i− 1)th and ith oracle queries. For an arbitrary t, we denote as |AO1,...,Ot⟩AB.
When the number of queries to each of the oracles needs to be made explicit, we use the notation

(t1, . . . , tℓ)-query multi-oracle adversary. In this case, A makes ti queries to the oracle Oi

5.2 Relation States
Before we recall the definition of relation states, we first define size-t relations. A size-t relation R is
represented by a multiset of t tuples R = {(x1, y1), . . . , (xt, yt)}, where xi ∈ [N ], yi ∈ [N ] for all i ∈ [t]. We
define Im(R) := {y1, . . . , yt} and Dom(R) := {x1, . . . , xt}.

We define relation states below.

Definition 19 (Relation States). For 0 ≤ t ≤ N and a size-t relation R = {(x1, y1), . . . , (xt, yt)}, define the
corresponding relation state to be the unit vector:

|R⟩AB = αR ·
∑

π∈Symt

Sπ|x1, . . . , xt⟩ ⊗ Sπ|y1, . . . , yt⟩,

where:

αR =

√√√√∏x,y∈[N ]

(∑t
i=1 δ(xi,yi)=(x,y)

)
!

t!
.

Definition 20 (Injective Relation). Let t,N ∈ N. A relation R = {(x1, y1), . . . , (xt, yt)} is an injective
relation if (y1, . . . , yt) ∈ [N ]tdist. The set of all injective relations consisting of exactly t pairs is denoted by
Rinj
t . Let Rinj = ∪Nj=0R

inj
j .

For an injective relation R, note that αR = 1√
t!
, where αR is defined in Definition 19.

5.3 Path-Recording Isometry (PR)
Consider the following: for some N ∈ N,

• x is an element of [N ],

• R ∈ Rinj is an injective relation, over pairs in [N ]× [N ], of size |R| < N .

The linear map PR, on registers A and E, is defined as follows:

PRAE : |x⟩A|R⟩E 7→
1√

N − |R|

∑
y∈[N ],
y /∈Im(R)

|y⟩A|R ∪ {(x, y)}⟩E .
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Partial Isometry [MH24] showed that PR is an isometry on some subspaces. Formally, they prove the
following lemma.

Lemma 21 (Lemma 4.1 of [MH24]). The path-recording linear map PR, on the registers (A,E), is an isometry
on the subspace spanned by the states |x⟩A|R⟩E for x ∈ [N ] and R ∈ Rinj such that |R| < N .

Indistinguishability Theorem. We import the following theorem from [MH24]. Informally, it states
that a t-query oracle adversary cannot distinguish a Haar unitary versus a path-recording isometry.

Theorem 22 (Theorem 5 of [MH24]). Let A be a t-oracle adversary. Then:

TD

(
E

O←µn

|AOt ⟩⟨AOt |, TrE

(
|APRAE

t ⟩⟨APRAE
t |ABE

))
≤ 2t(t− 1)

N + 1

We have the following simple corollary.

Corollary 23. Let A be a t-oracle adversary. Then:

TD

(
E

O1,O2←µn

|AO1,O2

t ⟩⟨AO1,O2

t |, TrE1E2

(
|APRAE1

,PRAE2
t ⟩⟨APRAE1

,PRAE2
t |ABE1E2

))
≤ 4t(t− 1)

N + 1

6 Path-Recording Framework: New Observations
We discuss new observations about the path-recording framework in this section. Before that, we state some
definitions related to sets whose prefixes are all distinct.

6.1 Definitions
Definition 24 (Strong ℓ-fold λ-prefix collision-free sets). Let n, λ ∈ N with λ ≤ n. Let S be a set with
elements from {0, 1}n. We say that S is strong ℓ-fold λ-prefix collision-free if the following holds: for all two
i-sized subsets S1, S2, for any i ≤ ℓ, it holds that

⊕
x∈S1

x[1:λ] =
⊕

y∈S2
y[1:λ] if and only if S1 = S2. We

denote S
cf(ℓ,λ)
n to be the set of all strong ℓ-fold λ-prefix collision-free sets.

Lemma 25. Let S ∈ S
cf(ℓ,λ)
n , where S

cf(ℓ,λ)
n is as defined in Definition 24. Define the following:

CFℓ,λ(S) = {y ∈ {0, 1}n|S ∪ {y} is strong ℓ-fold λ-prefix collision-free}

then
|CFℓ,λ(S)| ≥ 2n − ℓ|S|2ℓ2n−λ.

The proof of Lemma 25 can be found in Appendix A.1.

Definition 26 (Prefix Collision-Free Relations). Let t, n, λ ∈ N with λ ≤ n. A relation R = {(x1, y1), . . . , (xt, yt)}
is strong ℓ-fold λ-prefix collision-free if {y1, . . . , yt} ∈ S

cf(ℓ,λ)
n . We denote Rcf(ℓ,λ) to be the set of all strong

ℓ-fold λ-prefix collision-free relations.

Note that Rcf(ℓ,λ) is a subset of Rinj.

6.2 Recording ℓ-Fold Collision-Free Paths
We define a variant of the path-recording linear map below. Later we show the indistinguishability of this
variant from the original path-recording map.
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Prefix ℓ-fold Collision-Free Path Recording Linear Maps. Consider the following: for some n, λ, ℓ ∈
N such that λ ≤ n,

• x is an element of {0, 1}n,

• R1, R2 ∈ Rcf(ℓ,λ) are strong ℓ-fold λ-prefix collision-free relation, over pairs in {0, 1}n × {0, 1}n, such
that of R1 ∪R2 ∈ Rcf(ℓ,λ), R1 ∩R2 = ∅ and |R1 ∪R2| < 2n.

We define two prefix collision-free path linear maps, on registers A and E := (E1,E2), as follows:

pcfℓ,λPR
(E1)
AE : |x⟩A|R1⟩E1 |R2⟩E2 7→

1√
|CFℓ,λ(Im(R1 ∪R2))|

∑
y∈CFℓ,λ(Im(R1∪R2))

|y⟩A|R1 ∪ {(x, y)}⟩E1 |R2⟩E2 ,

pcfℓ,λPR
(E2)
AE : |x⟩A|R1⟩E1 |R2⟩E2 7→

1√
|CFℓ,λ(Im(R1 ∪R2))|

∑
y∈CFℓ,λ(Im(R1∪R2))

|y⟩A|R1⟩E1 |R2 ∪ {(x, y)}⟩E2

Intuitively, these prefix collision-free path recording oracles are similar to the original path recording
oracle, except that they only output y that are prefix collision-free with respect to the relation, instead of
outputting y that are distinct from the image of the relation. We will show that most y that are distinct
are also prefix collision-free (for a suitably large prefix), which will imply that the prefix collision-free path
recording oracle acts similarly to the original path recording oracle.

Indistinguishability. We prove the following theorem:

Theorem 27. Let A be a t-oracle adversary. Then:

TD(ρ, σ) ≤ O

(√
ℓtℓ+1

2λ/2

)
,

where:
ρ = TrE1E2

(
|Apcfℓ,λPR

(E1)

AE
,pcfℓ,λPR

(E2)

AE
t ⟩⟨Apcfℓ,λPR

(E1)

AE
,pcfℓ,λPR

(E2)

AE
t |ABE1E2

)
σ = TrE1E2

(
|APRAE1

,PRAE2
t ⟩⟨APRAE1

,PRAE2
t |ABE1E2

)
Proof. Without loss of generality, assume A = (A

(1)
AB, . . . , A

(t)
AB). We start by defining the following hybrids.

Hybrid1: Output
TrE1E2

(
|APRAE1

,PRAE2
t ⟩⟨APRAE1

,PRAE2
t |ABE1E2

)
.

Hybrid2.j , for j ∈ {0, . . . , t}: Let

|ψj⟩ =
t∏

i=j+1

(
O(i)

A ·A
(i)
AB

) j∏
i=1

(
Õ(i)

A ·A
(i)
AB

)
|0⟩AB,

with O(i)
A ∈ {PRAE1

,PRAE2
} and Õ(i)

A ∈ {pcfℓ,λPR
(E1)

AE
, pcfℓ,λPR

(E2)

AE
}. Output

TrE1E2
(|ψj⟩⟨ψj |) .

Hybrid3: Output

TrE1E2

(
|Apcfℓ,λPR

(E1)

AE
,pcfℓ,λPR

(E2)

AE
t ⟩⟨Apcfℓ,λPR

(E1)

AE
,pcfℓ,λPR

(E2)

AE
t |ABE1E2

)
.

Note that for |ψ0⟩ = |APRAE1
,PRAE2

t ⟩ and |ψt⟩ = |Apcfℓ,λPR
(E1)

AE
,pcfℓ,λPR

(E2)

AE
t ⟩. Hence, Hybrid1 is identical to

Hybrid2.0 and Hybrid3 is identical to Hybrid2.t.
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Lemma 28. The trace distance between the output of Hybrid2.(j−1) and Hybrid2.(j), for j ∈ [t], is
√
ℓ(j−1)ℓ
2λ/2 .

Proof of Lemma 28. Since taking partial trace cannot increase the trace distance, we instead find the trace
distance between |ψj−1⟩ and |ψj⟩. Recall that

|ψj−1⟩ =
t∏
i=j

(
O(i)

A ·A
(i)
AB

) j−1∏
i=1

(
Õ(i)

A ·A
(i)
AB

)
|0⟩AB,

and

|ψj⟩ =
t∏

i=j+1

(
O(i)

A ·A
(i)
AB

) j∏
i=1

(
Õ(i)

A ·A
(i)
AB

)
|0⟩AB.

Since applying the same channel cannot increase the trace distance, we only need to calculate the trace
distance between

|ϕj−1⟩ := O(j)
A ·A

(j)
AB

j−1∏
i=1

(
Õ(i)

A ·A
(i)
AB

)
|0⟩AB,

and

|ϕj⟩ :=
j∏
i=1

(
Õ(i)

A ·A
(i)
AB

)
|0⟩AB.

Note that the trace distance between pure states |ϕj−1⟩ and |ϕj⟩ is
√

1− |⟨ϕj−1|ϕj⟩|2. Notice that

|ϕj−1⟩ = O(j)
A |θj⟩,

and
|ϕj⟩ := Õ(j)

A |θj⟩,

for

|θj⟩ := A
(j)
AB

j−1∏
i=1

(
Õ(i)

A ·A
(i)
AB

)
|0⟩AB.

Hence, ⟨ϕj−1|ϕj⟩ = ⟨θj |
(
O(j)

A

)†
Õ(j)

A |θj⟩ and we will look at the behavior of
(
O(j)

A

)†
Õ(j)

A . We assume

O(j)
A = PRAE1 and Õ(j)

A = pcfℓ,λPR
(E1)

AE
, the other case works by symmetry.

Notice that if

• x is an element of {0, 1}n,

• R1, R2 ∈ Rcf(ℓ,λ) are strong ℓ-fold λ-prefix collision-free relations, over pairs in {0, 1}n × {0, 1}n, such
that of R1 ∪R2 ∈ Rcf(ℓ,λ), R1 ∩R2 = ∅ and |R1 ∪R2| < 2n.

pcfℓ,λPR
(E1)
AE : |x⟩A|R1⟩E1 |R2⟩E2

7→ 1√
|CFℓ,λ(Im(R1 ∪R2))|

∑
y∈CFℓ,λ(Im(R1∪R2))

|y⟩A|R1 ∪ {(x, y)}⟩E1 |R2⟩E2 ,

and
PRAE1 : |x⟩A|R1⟩E1 |R2⟩E2 7→

1√
N − |R1|

∑
y∈[N ],

y /∈Im(R1)

|y⟩A|R1 ∪ {(x, y)}⟩E1 |R2⟩E2 ,

Since CFℓ,λ(Im(R1 ∪R2)) ⊆ [N ] \ Im(R1),

(PRAE1)
† pcfℓ,λPR

(E1)
AE (|x⟩A|R1⟩E1 |R2⟩E2) =

√
|CFℓ,λ(Im(R1 ∪R2))|

N − |R1|
|x⟩A|R1⟩E1 |R2⟩E2 .
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Hence,

(PRAE1)
† pcfℓ,λPR

(E1)
AE =

∑
x,R1,R2

R1,R2∈Rcf(ℓ,λ)

R1∩R2={}
R1∪R2∈Rcf(ℓ,λ)

√
|CFℓ,λ(Im(R1 ∪R2))|

N − |R1|
|x⟩⟨x|A ⊗ |R1⟩⟨R1|E1 ⊗ |R2⟩⟨R2|E2 .

By Lemma 25,√
|CFℓ,λ(Im(R1 ∪R2))|

N − |R1|
≥
√

2n − ℓ|Im(R1 ∪R2)|2ℓ2n−λ
2n

≥
√

1− ℓ|Im(R1 ∪R2)|2ℓ
2λ

.

Hence, we can write

(PRAE1)
† pcfℓ,λPR

(E1)
AE ⪰ IA ⊗


2n/2⊕
i=1

∑
R1,R2∈Rcf(ℓ,λ)

R1∩R2={}
R1∪R2∈Rcf(ℓ,λ)

|R1∪R2|=i

√
1− ℓi2ℓ

2λ
|R1⟩⟨R1|E1 ⊗ |R2⟩⟨R2|E2


.

Note that since |θj⟩ is formed by j − 1 total queries to ÕA,

|θj⟩ ∈ span{|x⟩AB|R1⟩E1 |R2⟩E2 : x ∈ {0, 1}n+m, R1, R2 ∈ Rcf(ℓ,λ),

R1 ∩R2 = ∅, R1 ∪R2 ∈ Rcf(ℓ,λ), |R1 ∪R2| = j − 1}.

Hence,

|⟨ϕj−1|ϕj⟩|2 =

∣∣∣∣⟨θj |(O(j)
A

)†
Õ(j)

A |θj⟩
∣∣∣∣2 ≥ 1− ℓ(j − 1)2ℓ

2λ
.

The trace distance between |ϕj−1⟩ and |ϕj⟩ is
√

1− |⟨ϕj−1|ϕj⟩|2 ≤
√
ℓ(j−1)ℓ
2λ/2 . This completes the proof

of Lemma 28.

By Lemma 28, the total trace distance between Hybrid1 and Hybrid3 is
∑t
j=1

√
ℓ(j−1)ℓ
2λ/2 ≤

√
ℓtℓ+1

2λ/2 . This
completes the proof of Theorem 27.

Applying triangle inequality on Theorem 27 and Corollary 23, we have the following corollary.

Corollary 29. Let A be a t-oracle adversary. Then:

TD(ρ, σ) ≤ O

(√
ℓtℓ+1

2λ/2

)
+

4t(t− 1)

N + 1
,

where:
ρ = TrE1E2

(
|Apcfℓ,λPR

(E1)

AE
,pcfℓ,λPR

(E2)

AE
t ⟩⟨Apcfℓ,λPR

(E1)

AE
,pcfℓ,λPR

(E2)

AE
t |ABE1E2

)
σ = E

O1,O2←µn

|AO1,O2

t ⟩⟨AO1,O2

t |

We also look at a special case of ℓ-fold collision-free path recording where ℓ = 1 and λ = n, which we call
the collision-free path recording oracle. We define these as follows:
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Collision-Free Path Recording Linear Maps. Consider the following: for some n ∈ N,

• x is an element of {0, 1}n,

• R1, R2 ∈ Rinj are injective relations, over pairs in {0, 1}n × {0, 1}n, such that of R1 ∪ R2 ∈ Rinj,
R1 ∩R2 = ∅ and |R1 ∪R2| < 2n.

We define two collision-free path linear maps, on registers A and E = (E1,E2), as follows:

PR
(E1)
AE : |x⟩A|R1⟩E1 |R2⟩E2 7→

1√
N − |Im(R1 ∪R2)|

∑
y∈[N ]\Im(R1∪R2))

|y⟩A|R1 ∪ {(x, y)}⟩E1 |R2⟩E2 ,

PR
(E2)
AE : |x⟩A|R1⟩E1 |R2⟩E2 7→

1√
N − |Im(R1 ∪R2)|

∑
y∈[N ]\Im(R1∪R2)

|y⟩A|R1⟩E1 |R2 ∪ {(x, y)}⟩E2

We highlight that the difference between this oracle and two independent path recording oracles is that the
two collision-free path recording oracles are aware not only of their own relation, but also the image of the
other relation. Setting ℓ = 1, λ = n for Corollary 29, we get the following corollary.

Corollary 30. Let A be a t-oracle adversary. Then:

TD(ρ, σ) ≤ O
(

t2√
N

)
,

where:
ρ = TrE1E2

(
|APR

(E1)

AE ,PR
(E2)

AE
t ⟩⟨APR

(E1)

AE ,PR
(E2)

AE
t |ABE1E2

)
σ = E

O1,O2←µn

|AO1,O2

t ⟩⟨AO1,O2

t |

6.3 Multiset States and Operations.
We define a generalization of relation states as multiset states below and define some general isometric
operations on these states:

Definition 31 (Multiset States). For 0 ≤ t ≤ N and a size-t multiset S = {a1, . . . , at}, define the corre-
sponding multiset state to be the unit vector:

|S⟩A = αS ·
∑

π∈Symt

Sπ|a1, . . . , at⟩

where:

αS =

√√√√∏a∈[N ]

(∑t
i=1 δai=a

)
!

t!

Note that when the elements of the multiset are tuples of size 2, it becomes a relation state.

Next, we define some isometric operations on these multiset states that give us a framework to work with
these states. We define the three operations as:

• Partition: For any key k ∈ {0, 1}∗, there exists a unique partition of any multiset S into Sk1 , Sk2 with
Sk1 ⊎ Sk2 = S,9 then we define

V part : |S⟩|k⟩ 7→ |Sk1 ⟩|Sk2 ⟩|k⟩.
9Without loss of generality, we can always assume an order between Sk

1 , S
k
2 .
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• Apply: For any key k ∈ {0, 1}∗, there exists an injective function f(·, ·) on the elements of any multiset
S. Define f(S, k) := {f(a, k) : a ∈ S}. Then we define

V func,f : |S⟩|k⟩ 7→ |f(S, k)⟩|k⟩.

• Pair: For any key k ∈ {0, 1}∗, and any two multisets S1 and S2 with |S1| = |S2|, there exists a unique
relation RkS1,S2

such that Dom(RkS1,S2
) = S1 and Im(RkS1,S2

) = S2. Then we define

V pair : |S1⟩|S2⟩|k⟩ 7→ |RkS1,S2
⟩|k⟩.

Note that since all the above operations are reversible on the range of these operations, they are all isome-
tries.

7 Pseudorandom Unitaries with Short Keys
In this section, we present a construction of pseudorandom unitaries with keys of length n, which is secure
against adversaries making any poly(n) many queries in the iQHROM. The construction simply involves (1)
applying U , (2) applying a short random Pauli X string, and (3) applying U again.

Theorem 32. For k ∈ {0, 1}n, define GUk := UXkU , where U is an n-qubit unitary. Then {GUk }k∈{0,1}n is
a PRU in iQHROM, where U is the Haar oracle. Formally, for any t-query two-oracle adversary A, for any
polynomial t in n, we have:

TD

 E
U←µn

k←{0,1}n

[
|AG

U
k ,U

t ⟩⟨AG
U
k ,U

t |
]
, E
U←µn
V←µn

[
|AV,Ut ⟩⟨AV,Ut |

] ≤ negl(n).

Proof. Without loss of generality, assume that A queries the first oracle on indices a = {a1, . . . , aℓ} ⊆ [t]
and the second oracle on indices b = [t] \ {a1, . . . , aℓ}. Consider the following hybrids.

Hybrid1: Output ρ1 = E
U←µn

k←{0,1}n

[
|AG

U
k ,U

t ⟩⟨AG
U
k ,U

t |
]
.

Hybrid2: Output ρ2 = E
k←{0,1}n

[
TrE1

(
|APRAE1

XkPRAE1
,PRAE1

t ⟩⟨APRAE1
XkPRAE1

,PRAE1
t |ABE1

)]
.

Hybrid3: Output ρ3 = TrE1E2

(
|APR

(E1)

AE ,PR
(E2)

AE
t ⟩⟨APR

(E1)

AE ,PR
(E2)

AE
t |ABE1E2

)
.

Hybrid4: Output ρ4 = E
U←µn
V←µn

[
|AV,Ut ⟩⟨AV,Ut |

]
.

Claim 33. TD(ρ1, ρ2) ≤ 4(t+ℓ)(t+ℓ−1)
N+1 .

Proof. Follows from Theorem 22.

Claim 34. TD(ρ3, ρ4) ≤ O
(

(t+ℓ)2√
N

)
.

Proof. Follows from Corollary 30.

Hence, the only thing left to prove is that ρ2 is close to ρ3.

Claim 35. TD(ρ2, ρ3) ≤ 2
√

t2+tℓ
N .
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Proof. We start by noticing that ρ2 = TrE1K (|ψ2⟩⟨ψ2|ABE1K), where

|ψ2⟩ABE1K =
∑

k∈{0,1}n

1

2n/2
|APRAE1

XkPRAE1
,PRAE1

t ⟩ABE1
|k⟩K.

Similarly, ρ3 = TrE1E2
(|ψ3⟩⟨ψ3|ABE1E2

), where

|ψ3⟩ABE1E2
= |APR

(E1)

AE ,PR
(E2)

AE
t ⟩ABE1E2

.

We start by expanding |ψ3⟩ using the definition of PR(E1)
AE and PR

(E2)
AE ,

|ψ3⟩ABE1E2 =
1√
N↓t

∑
(x1,...,xt)∈[N ]t

(y1,...,yt)∈[N ]tdist

t∏
i=1

(
|yi⟩⟨xi|A ·A(i)

AB

)
|0⟩AB|{(xi, yi)}i∈a⟩E1 |{(xi, yi)}i∈b⟩E2 .

We use x⃗ = (x1, . . . , xt), y⃗ = (y1, . . . , yt), and |ϕx⃗,y⃗⟩AB = 1√
N↓t

∏t
i=1

(
|yi⟩⟨xi|A ·A(i)

AB

)
|0⟩AB. Hence,

|ψ3⟩ABE1E2
=

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB|{(xi, yi)}i∈a⟩E1
|{(xi, yi)}i∈b⟩E2

.

Similarly, to expand |ψ2⟩, we notice that for any k ∈ {0, 1}n, PRAE1
XkPRAE1

behaves as follows:

PRAE1
XkPRAE1

|xi⟩A|R⟩E1
=

1√
(N − |R|)↓2

∑
zi∈[N ]\Im(R)

yi∈[N ]\(Im(R)∪{zi})

|yi⟩A|R ⊎ {(xi, zi), (zi ⊕ k, yi)}⟩E1
.

Using identity functions, we can write the above as:

PRAE1X
kPRAE1 |xi⟩A|R⟩E1 =

1√
(N − |R|)↓2

∑
zi,yi∈[N ]

∏
w∈Im(R)

(δzi ̸=wδyi ̸=w) δzi ̸=yi |yi⟩A|R⊎{(xi, zi), (zi⊕k, yi)}⟩E1 .

Hence, we expand |ψ2⟩ as

|ψ2⟩ABE1K =
1√

N ·N↓(t+ℓ)
∑

k∈{0,1}n
x1,...,xt∈[N ]
y1,...,yt∈[N ]
za1

,...,zaℓ
∈[N ]

t∏
i=1

 t∏
j=i

δyi ̸=yj

ℓ∏
j=1

δyi ̸=zaj

 t∏
i=1

(
|yi⟩⟨xi|A ·A(i)

AB

)
|0⟩AB

⊗ |{(xi, zi)}i∈a ⊎ {(zi ⊕ k, yi)}i∈a ⊎ {(xi, yi)}i∈b⟩E1 |k⟩K.

We use x⃗ = (x1, . . . , xt), y⃗ = (y1, . . . , yt) and z⃗ = (za1 , . . . , zaℓ) and expand |ψ2⟩ as

|ψ2⟩ABE1K =∑
x⃗∈[N ]ty⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB⊗
1√

N · (N − t)↓ℓ
∑

k∈{0,1}n

z⃗∈([N ]\{y⃗})ℓdist

|{(xi, zi)}i∈a⊎{(zi⊕k, yi)}i∈a⊎{(xi, yi)}i∈b⟩E1
|k⟩K.

We prove ρ2 is close to ρ3 by showing that there exists a projector Πgood
E1K

, and two isometries V 2
E1K

and V 3
E1E2

such that V 2
E1K

Πgood
E1K
|ψ2⟩ABE1K is close to V 3

E1E2
|ψ3⟩ABE1E2 . To define Πgood

E1K
, we start by defining CorX(R, k)

as a set of pairs in R that are correlated by k. Formally,

CorX(R, k) := {((u, v), (u′, v′)) ∈ R×R : v ⊕ u′ = k}.
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Next, we define the set of good keys for a given relation R as

Good(R, ℓ) := {k : |CorX(R, k)| = ℓ}.

Hence, we define Πgood
E1K

as

Πgood
E1K

:=
∑
R

|R⟩⟨R|E1
⊗

∑
k∈Good(R,ℓ)

|k⟩⟨k|K

 .

Next, we study the effect of Πgood
E1K

on relations of the form {(xi, zi)}i∈a ⊎ {(zi ⊕ k, yi)}i∈a ⊎ {(xi, yi)}i∈b.

We use the following notation: ({x⃗} ⊕ {y⃗}) ∪ ({x⃗} ⊕ {z⃗}) =

(
{xi ⊕ yj}i∈[t]

j∈[t]
∪ {xi ⊕ zj}i∈[t]

j∈a

)
.

Claim 36. Let x⃗ ∈ [N ]t, y⃗ ∈ [N ]tdist and z⃗ ∈ ([N ] \ {y⃗})ℓdist, then

Πgood
E1K

∑
k∈{0,1}n

|{(xi, zi)}i∈a ⊎ {(zi ⊕ k, yi)}i∈a ⊎ {(xi, yi)}i∈b⟩E1 |k⟩K =

∑
k∈{0,1}n\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|{(xi, zi)}i∈a ⊎ {(zi ⊕ k, yi)}i∈a ⊎ {(xi, yi)}i∈b⟩E1 |k⟩K.

The proof of Claim 36 is deferred to Appendix A.2. We define |ψ̃2⟩ := Πgood
E1K
|ψ2⟩. Then by Claim 36,

|ψ̃2⟩ =
∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗
1√

N · (N − t)↓ℓ
∑

z⃗∈([N ]\{y⃗})ℓdist∑
k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|{(xi, zi)}i∈a ⊎ {(zi ⊕ k, yi)}i∈a ⊎ {(xi, yi)}i∈b⟩E1 |k⟩K.

Next we define the isometry V 2
E1K

on |ψ̃2⟩ as the following procedure:

1. We define the following partition (indexed by a key k) of any relation R = {(ui, vi)}i as Rk2 = {(u, v) :
∃(u′, v′) ∈ R, v ⊕ u′ = k}, and Rk1 = R \ Rk2 . Then applying V part

E1K isometry for the above partition
|ψ̃2⟩ gives us

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗
1√

N · (N − t)↓ℓ
∑

z⃗∈([N ]\{y⃗})ℓdist∑
k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|{(zi ⊕ k, yi)}i∈a ⊎ {(xi, yi)}i∈b⟩E1
|{(xi, zi)}i∈a⟩E2

|k⟩K.

2. We define the following partition (indexed by a key k and a relation R′) of any relation R = {(ui, vi)}i
as Rk2 = {(u, v) : ∃(u′, v′) ∈ R′, u⊕ v′ = k}, and Rk1 = R \Rk2 . Then applying V part

E1E2K isometry gives
us ∑

x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗
1√

N · (N − t)↓ℓ
∑

z⃗∈([N ]\{y⃗})ℓdist∑
k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|{(xi, yi)}i∈b⟩E1
|{(xi, zi)}i∈a⟩E2

|{(zi ⊕ k, yi)}i∈a⟩E3
|k⟩K.
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3. We define the following pairing (indexed by a key k) of two relations R1 = {(u1i , v1i )}i and R2 =
{(u2i , v2i )}i as RkR1,R2

= {(u1i , v1i , u2i′ , v2i′) : (u1i , v1i ) ∈ R1, (u
2
i′ , v

2
i′) ∈ R2, v

1
i ⊕ u2i′ = k}. Then applying

V pair
E2E3K isometry gives us

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗
1√

N · (N − t)↓ℓ
∑

z⃗∈([N ]\{y⃗})ℓdist∑
k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|{(xi, yi)}i∈b⟩E1 |{(xi, zi, zi ⊕ k, yi)}i∈a⟩E2 |k⟩K.

4. We define the following injection (indexed by a key k) fk : (xi, zi, zi ⊕ k, yi) 7→ (xi, zi, yi). Then
applying V func,fk

E2K isometry gives us

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗
1√

N · (N − t)↓ℓ
∑

z⃗∈([N ]\{y⃗})ℓdist

|{(xi, yi)}i∈b⟩E1 |{(xi, zi, yi)}i∈a⟩E2 ⊗
∑

k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|k⟩K.

Now, we further expand the register E2 according to the definition of multiset states:∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗
1√

N · (N − t)↓ℓ
∑

z⃗∈([N ]\{y⃗})ℓdist

|{(xi, yi)}i∈b⟩E1⊗

 1√
ℓ!

∑
π∈Symℓ

Sπ|xa1 , . . . , xaℓ⟩ ⊗ Sπ|za1 , . . . , zaℓ⟩ ⊗ Sπ|ya1 , . . . , yaℓ⟩


E2

⊗
∑

k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|k⟩K.

Notice that we can sample {z⃗} first and then assign an order10. Hence, the state looks like

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗
1√

N · (N − t)↓ℓ
∑

{z⃗}∈([N]\{y⃗}
ℓ )

∑
σ∈Symℓ

|{(xi, yi)}i∈b⟩E1
⊗

 1√
ℓ!

∑
π∈Symℓ

Sπ|xa1 , . . . , xaℓ⟩ ⊗ SπSσ|za1 , . . . , zaℓ⟩ ⊗ Sπ|ya1 , . . . , yaℓ⟩


E2

⊗
∑

k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|k⟩K.

By switching the order of σ and π and setting σ ← π−1σ, we can disentangle z⃗,∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗
1√

N · (N − t)↓ℓ
∑

{z⃗}∈([N]\{y⃗}
ℓ )

|{(xi, yi)}i∈b⟩E1
⊗

 1√
ℓ!

∑
π∈Symℓ

Sπ|xa1 , . . . , xaℓ⟩ ⊗ Sπ|ya1 , . . . , yaℓ⟩


E2

⊗

 ∑
σ∈Symℓ

Sσ|za1 , . . . , zaℓ⟩


E3

⊗

∑
k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|k⟩K.

10Consider {z⃗} to have a canonical order and we look at all possible permutations of this order.
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Using the multiset state notation:

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗
√
ℓ!√

N · (N − t)↓ℓ
∑

{z⃗}∈([N]\{y⃗}
ℓ )

|{(xi, yi)}i∈b⟩E1
⊗

|{(xi, yi)}i∈a⟩E2
|{zi}i∈a⟩E3

∑
k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|k⟩K.

Re-arranging and setting |Ψ2⟩ := V 2
E1K

Πgood
E1K
|ψ2⟩ABE1K, then

|Ψ2⟩ =
∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗ |{(xi, yi)}i∈a⟩E1 |{(xi, yi)}i∈b⟩E2⊗

√
ℓ!

(N − t)↓ℓ
∑

{z⃗}∈([N]\{y⃗}
ℓ )

|{zi}i∈a⟩E3

1√
N
⊗

∑
k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|k⟩K.

Recall that |ψ3⟩ is defined as

|ψ3⟩ABE1E2
=

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB|{(xi, yi)}i∈a⟩E1
|{(xi, yi)}i∈b⟩E2

.

Next we define the isometry V 3
E1E2

on |ψ3⟩ as the following procedure:

1. Controlled on the yi’s in registers E1E2, we create a superposition over all ℓ-sized sets disjoint from yi’s
to get

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗ |{(xi, yi)}i∈a⟩E1
|{(xi, yi)}i∈b⟩E2

⊗

√
ℓ!

(N − t)↓ℓ
∑

{z⃗}∈([N]\{y⃗}
ℓ )

|{zi}i∈a⟩E3
.

2. Finally, controlled on E1E2E3, we create a superposition over all keys not in ({x⃗} ⊕ {y⃗})∪ ({x⃗} ⊕ {z⃗}),

∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗ |{(xi, yi)}i∈a⟩E1
|{(xi, yi)}i∈b⟩E2

⊗

√
ℓ!

(N − t)↓ℓ
∑

{z⃗}∈([N]\{y⃗}
ℓ )

|{zi}i∈a⟩E3

⊗ 1√
N − | ({x⃗} ⊕ {y⃗}) ∪ ({x⃗} ⊕ {z⃗}) |

∑
k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|k⟩K.

Hence, let |Ψ3⟩ := V 3
E1E2
|ψ3⟩ABE1E2

. Then

|Ψ3⟩ =
∑
x⃗∈[N ]t

y⃗∈[N ]tdist

|ϕx⃗,y⃗⟩AB ⊗ |{(xi, yi)}i∈a⟩E1 |{(xi, yi)}i∈b⟩E2 ⊗

√
ℓ!

(N − t)↓ℓ
∑

{z⃗}∈([N]\{y⃗}
ℓ )

|{zi}i∈a⟩E3

⊗ 1√
N − | ({x⃗} ⊕ {y⃗}) ∪ ({x⃗} ⊕ {z⃗}) |

∑
k∈[N ]\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|k⟩K.
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Note that by a simple counting argument, for all (x⃗, y⃗, z⃗),√
N − | ({x⃗} ⊕ {y⃗}) ∪ ({x⃗} ⊕ {z⃗}) |

N
≥
√
N − (t2 + tℓ)

N
. (1)

Applying Lemma 13,

⟨Ψ2|Ψ3⟩ ≥
√
N − (t2 + tℓ)

N
.

Hence, by Lemma 12, we get

∥|ψ̃2⟩∥2 = ∥|Ψ2⟩∥2 ≥ 1− t2 + tℓ

N
.

Finally, by Lemma 11, we get

TD(|ψ2⟩, |ψ̃2⟩) ≤
√
t2 + tℓ

N
.

Hence, combining the above bounds, TD(ρ2, ρ3) ≤ 2
√

t2+tℓ
N .

Combining the above three claims, we complete the proof of Theorem 32.

In the above proof, we assume the size of the Pauli X to be equal to the size of U , but we can generalize the
above proof to hold as long as the size of the Pauli X is ω(log λ).

Corollary 37. For any f(λ) = ω(log λ), k ∈ {0, 1}f(λ), define GUk = U(Xk ⊗ In−f(λ))U , where U is an
n-qubit unitary. Then {GUk }k∈{0,1}f(λ) is a PRU in iQHROM, where U is the Haar oracle. Formally, for any
t-query two-oracle adversary A, for any polynomial t in λ, we have:

TD

 E
U←µn

k←{0,1}f(λ)

[
|AG

U
k ,U

t ⟩⟨AG
U
k ,U

t |
]
, E
U←µn
V←µn

[
|AV,Ut ⟩⟨AV,Ut |

] ≤ negl(λ).

Proof sketch. The proof above goes exactly the same except that the bound in Equation (1) changes to√
2f(λ) − | ({x⃗} ⊕ {y⃗}) ∪ ({x⃗} ⊕ {z⃗}) |

2f(λ)
≥
√

2f(λ) − (t2 + tℓ)

2f(λ)
,

since f(λ) = ω(log λ), the above is still lower-bounded by 1− negl(λ). Hence, the construction is secure.

8 Key-Stretched PRU in the Plain Model
In this section, applying our result from Section 7 to a pseudorandom unitary in the plain model, we show
that we can stretch the output length of any PRU, relative to its key size.

As an immediate consequence of Corollary 37, we can actually get arbitrary polynomial-stretch PRU in
the plain model. At a high level, the idea is to sample a single PRU key, and use this to computationally
instantiate a Haar random oracle. Then use the construction of PRUs with short keys in the Haar oracle
model to get more PRUs while only using O(log1+ϵ λ) more bits of randomness (for any constant ϵ, although
we will set this to be log2 λ in the remainder of this section).

Plugging these seemingly fresh pseudorandom unitaries into the construction of [SHH24], we can stretch
the output size of the pseudorandom unitary. For a graphical depiction of the construction, see Figure 2.
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Xk1
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Xk1

U ∼ Haar

U ∼ Haar

U ∼ Haar

U ∼ Haar

U1 ∼ Haar

U2 ∼ Haar

U ′ ∼ Haar
≈ ≈ ≈

PRU k

PRU k

PRU k

PRU k

Figure 2: Implementation of key-stretched PRU from any PRU. Going from left to right, the first approxi-
mation uses the definition of the PRU, the next one uses Theorem 1, and the final one uses the result from
[SHH24].

We recall the main lemma of [SHH24].

Lemma 38 (Gluing two random unitaries [SHH24]). Let A,B,C be three disjoint subsystems. Consider a
random unitary given by VABC = UABU

′
BC, where U and U ′ are drawn from ϵ1 and ϵ2-approximate k-designs,

respectively. Then VABC is an ϵ-approximate k design, with

1 + ϵ ≤ (1 + ϵ1)(1 + ϵ2)

(
1 +

5k2

2|B|

)
.

As long as the number of qubits in B satisfies |B| ≥ log
(
5k2
)
.

Theorem 39 (Stretching a PRU). Let {PRUλ,k}λ∈N,k∈{0,1}λ be a PRU family with keys of size λ, where Uk
acts on t(λ) many qubits. Then there exists a pseudorandom unitary family {SPRUk}λ∈N,k∈{0,1}λ+2 log2(λ) (S
for stretched) with keys of size λ+ 2 log2(λ) that acts on 2t(λ)− log2(λ) qubits.

Proof. Let {PRUk}k be a family of pseudorandom unitaries for a fixed security parameter λ. Let A(·) be a
quantum polynomial time adversary that makes queries to an oracle and outputs either ⊤ or ⊥. We first
define SPRUk,k1,k2 as follows. Let ABC be three quantum registers, with A,C being t(λ) − log2(λ) and B
being log2(λ). Then for a key k of size λ and keys k1, k2 of size log2(λ),

SPRUk,k1,k2 = (PRUk)BCX
k2
BC(PRUk)BC(PRUk)ABX

k1
AB(PRUk)AB .

We claim the following holds∣∣∣∣∣ Pr
k

$←{0,1}λ

k1,k2
$←{0,1}log

2(λ)

[
⊤ ← ASPRUk,k1,k2

]
− Pr

U←µt(λ)

k1,k2
$←{0,1}log

2(λ)

[
⊤ ← AUBCX

k2
BC UBCUABX

k1
AB UAB

] ∣∣∣∣∣ ≤ negl(λ) .
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This holds by the pseudorandomness of the original PRU. If, for the sake of contradiction, there exists an
adversary that has a non-negligible advantage above, then the adversary can be turned into an adversary
for PRUk and U just by simulating SPRU by sampling the additional keys.

Then, we have the following∣∣∣∣∣ Pr
U←µt(λ)

k1,k2
$←{0,1}log

2(λ)

[
⊤ ← AUBCX

k2
BC UBCUABX

k1
AB UAB

]
− Pr

U,V←µt(λ)

k1
$←{0,1}log

2(λ)

[
⊤ ← AVBCUABX

k1
AB UAB

] ∣∣∣∣∣ ≤ negl(λ) .

This holds because of the construction of Corollary 37. In particular, we proved that UXkU is indistinguish-
able from an independently sampled Haar random unitary V , even to adversaries who also get query access
to U .

Again by Corollary 37, UXk1U is indistinguishable from a Haar random unitary, so the following holds∣∣∣∣∣ Pr
U,V←µt(λ)

k1
$←{0,1}log

2(λ)

[
⊤ ← AVBCUABX

k1
AB UAB

]
− Pr
U,V←µt(λ)

[
⊤ ← AVBCUAB

] ∣∣∣∣∣ ≤ negl(λ) .

Then we apply Lemma 38 with k = 2log
1.5(λ), and |B| = log2(λ). Since Haar random unitaries are exact

k-designs for all k, ϵ1 = ϵ2 = 0, and we get that VBCUAB is an ε-approximate k-design, where

ε(λ) =
5 · 22 log1.5(λ)

2log
2(λ)

= negl(λ) .

Finally, it is known that δ-approximate q-designs are PRUs if δ = negl(λ) and q = λω(1) (see e.g., [AMR20;
Kre21; MPSY24] or [SHH24, Lemma 5]).

Since k = 2log
1.5(λ) = λω(1), for any adversary that makes only a polynomial number of queries, the following

holds ∣∣∣∣∣ Pr
U,V←µt(λ)

[
⊤ ← AVBCUAB

]
− Pr
U←µ2t(λ)−log2(λ)

[
⊤ ← AUABC

]∣∣∣∣∣ ≤ negl(λ) .

Thus, by the triangle inequality, the original construction of SPRUk,k1,k2 is indistinguishable from a large
Haar random unitary on 2t(λ)− log2(λ) qubits.

We can repeat this reduction O(log(λ)) many times (since the size of the pseudorandom unitary doubles
every time we apply it) to get the following lemma.

Corollary 40 (Pseudorandom unitaries with small keys from any pseudorandom unitary). Let {PRUλ,k}λ,k
be a family of pseudorandom unitaries that has keys of length λ and acts on t(λ) qubits. Then for every
constant c, there exists a pseudorandom unitary family such that

1. The key length of the family is λ+ 2c log3(λ).

2. The pseudorandom unitary acts on λc
(
t(λ)− log2(λ)

)
+ log2(λ) many qubits.

Proof. Applying the reduction recursively c log(λ) many times, we add 2 log2(λ) many bits to the key each
time, and double (minus log2(λ)) the output length of the pseudorandom unitary. Hence, after doing this n
times, the output length becomes

2nt(λ)− 2n−1 log2 λ− 2n−2 log2 λ− . . .− 20 log2 λ .
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Hence, the final output length is
2n
(
t(λ)− log2 λ

)
+ log2 λ .

Thus, for n = c log(λ), we get the desired key length and output length for the pseudorandom unitary.
Additionally note that doing this requires running the original pseudorandom unitary 2c log(λ) = λc times,
but since this is a polynomial the entire construction runs in polynomial time.

Rescaling so that λ+ 2c log3(λ) = λ′, we see that for every choice of c, there is a pseudorandom unitary
whose output length is roughly λc, for keys of length λ. We also note that our construction did not require
any extra conditions on the pseudorandom unitary family, simply that any construction is a pseudorandom
unitary.

Applying a brickwork, instead of staircase, layout, we can take any pseudorandom unitary family in depth
d, and output a pseudorandom unitary family in depth 4d+ 2 that has arbitrarily small keys.

Corollary 41 (Low depth pseudorandom unitaries with short keys). Let {PRUλ,k}λ,k be a family of pseudo-
random unitaries with keys of length λ, such that every PRUk is depth at most d(λ) and acts on t(λ) qubits.
Then for every constant c, there is a pseudorandom unitary family with keys of length O (λ), output length
λct(λ), and depth 4d(λ) + 2.

Proof. We apply Theorem 32 to the brickwork architecture shown in Figure 3, we get a pseudorandom
unitary whose depth is 4d(λ) + 2, and at a cost of sampling c log3 λ additional bits of randomness, whose
output length is scaled up by a factor of λc.

Figure 3: Implementation of low depth, short key pseudorandom unitaries from any pseudorandom unitary
family. Long blue boxes are a single sample of the original pseudorandom unitary family, and short colored
boxes are additional ω(log(λ)) sized Pauli X strings.

We note that if one-way functions exist (as in [SHH24], which assumes the subexponential hardness of
LWE), then this key shrinkage can be achieved by first shrinking the keys used in the pseudorandom function
construction, however our reduction applies to all pseudorandom unitary families, even those that do not
arise from a classical pseudorandom function.

9 Bounded-Query Pseudorandom Unitaries with Short Keys

Now, we present an even simpler construction of O(λ/ log(λ)
1+ϵ

)-query secure pseudorandom unitaries with
keys of length λ in the iQHROM that only makes a single query to the common Haar random unitary.

Theorem 42. For k ∈ {0, 1}λ, define GUk = (Zk ⊗ I)U , where U is an n-qubit unitary such that λ ≤ n.
Then {GUk }k∈{0,1}λ is an ℓ-query secure pseudorandom unitary for ℓ = O(λ/ log(λ)

1+ϵ
) for all ϵ > 0 in

iQHROM, where U is the Haar oracle. Formally, for any (ℓ, t − ℓ)-query two-oracle adversary A, for any t
polynomial in n, we have:

TD

 E
U←µn

k←{0,1}λ

[
|AG

U
k ,U

t ⟩⟨AG
U
k ,U

t |
]
, E
U←µn
V←µn

[
|AV,Ut ⟩⟨AV,Ut |

] ≤ negl(λ).
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Note that A makes ℓ queries to GUk (or V ) and t− ℓ queries to U .

Proof of Theorem 42. Consider the following hybrids.

Hybrid1: Output ρ1 = E
U←µn

k←{0,1}λ

[
|AG

U
k ,U

t ⟩⟨AG
U
k ,U

t |
]
.

Hybrid2: Output

ρ2 := E
k←{0,1}λ

[
TrE1

(
|A

Zkpcfℓ,nPR
(E1)

AE1
,pcfℓ,nPR

(E1)

AE1
t ⟩⟨A

Zkpcfℓ,nPR
(E1)

AE1
,pcfℓ,nPR

(E1)

AE1
t |ABE1

)]
.

Claim 43. TD(ρ1, ρ2) ≤ O
(√

ℓtℓ+1

2λ/2

)
+ 4t(t−1)

N+1 .

Proof. Follows from Corollary 29.

Hybrid3: Output

ρ3 := TrE1E2

(
|Apcfℓ,nPR

(E1)

AE
,pcfℓ,nPR

(E2)

AE
t ⟩⟨Apcfℓ,nPR

(E1)

AE
,pcfℓ,nPR

(E2)

AE
t |ABE1E2

)
.

Claim 44. ρ2 = ρ3.

Proof. We note that

ρ2 = TrE1K

[(
1√
2λ

∑
k

|k⟩K|A
Zkpcfℓ,nPR

(E1)

AE1
,pcfℓ,nPR

(E1)

AE1
t ⟩ABE1

)
(

1√
2λ

∑
k′

⟨k′|K⟨A
Zk′

pcfℓ,nPR
(E1)

AE1
,pcfℓ,nPR

(E1)

AE1
t |ABE1

)]

and
ρ3 = TrE1E2

(
|Apcfℓ,nPR

(E1)

AE
,pcfℓ,nPR

(E2)

AE
t ⟩⟨Apcfℓ,nPR

(E1)

AE
,pcfℓ,nPR

(E2)

AE
t |ABE1E2

)
.

We show this by showing that there exists an isometry on the register E1K that maps

|ψ1⟩ =
1√
2λ

∑
k

|k⟩K|A
Zkpcfℓ,nPR

(E1)

AE1
,pcfℓ,nPR

(E1)

AE1
t ⟩ABE1

to
|ψ2⟩ = |A

pcfℓ,nPR
(E1)

AE
,pcfℓ,nPR

(E2)

AE
t ⟩ABE1E2 .

Without loss of generality, assume A queries the first oracle on a = {a1, . . . , aℓ} indices and the second oracle
on b = [t] \ {a1, . . . , aℓ} indices. Hence we expand |ψ2⟩ using the definition of pcfℓ,nPR

(E1)

AE
and pcfℓ,nPR

(E2)

AE
,

|ψ2⟩ =
∑

x1,...,xt∈[N ]
y1∈CFℓ,λ({})
y2∈CFℓ,λ({y1})

...
yt∈CFℓ,λ({y1,...,yt−1})

t∏
i=1

1√
|CFℓ,λ({y1, . . . , yi−1})|

(
|yi⟩⟨xi|A ·A(i)

AB

)
|0⟩AB

⊗|{(xi, yi)}i∈a⟩E1 |{(xi, yi)}i∈b⟩E2 .
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For conciseness, we use the subnormalised vector |ϕx⃗,y⃗⟩ to denote

|ϕx⃗,y⃗⟩AB :=

t∏
i=1

1√
|CFℓ,λ({y1, . . . , yi−1})|

(
|yi⟩⟨xi|A ·A(i)

AB

)
|0⟩AB.

Hence,
|ψ2⟩ =

∑
x1,...,xt∈[N ]
y1∈CFℓ,λ({})
y2∈CFℓ,λ({y1})

...
yt∈CFℓ,λ({y1,...,yt−1})

|ϕx⃗,y⃗⟩AB|{(xi, yi)}i∈a⟩E1 |{(xi, yi)}i∈b⟩E2 .

Similarly, we can we expand |ψ1⟩ as

|ψ1⟩ =
1√
2λ

∑
k∈{0,1}λ

x1,...,xt∈[N ]
y1∈CFℓ,λ({})
y2∈CFℓ,λ({y1})

...
yt∈CFℓ,λ({y1,...,yt−1})

ℓ∏
i=1

(−1)⟨yai
,k||0⟩|ϕx⃗,y⃗⟩AB|{(xi, yi)}i∈[t]⟩E1 |k⟩K.

Moving the sum over k to the purification, we get

|ψ1⟩ =
∑

x1,...,xt∈[N ]
y1∈CFℓ,λ({})
y2∈CFℓ,λ({y1})

...
yt∈CFℓ,λ({y1,...,yt−1})

|ϕx⃗,y⃗⟩AB|{(xi, yi)}i∈[t]⟩E1 ⊗ 1√
2λ

∑
k∈{0,1}λ

(−1)⟨⊕
ℓ
i=1yai

,k||0⟩|k⟩K.

Next, we show that there exists an isometry W such that for all {(xi, yi)}i∈[t] ∈ Rcf(ℓ,λ),

W |{(xi, yi)}i∈[t]⟩E1 ⊗
1√
2λ

∑
k∈{0,1}λ

(−1)⟨⊕
ℓ
i=1yai

,k||0⟩|k⟩K

= |{(xi, yi)}i∈a⟩E1 |{(xi, yi)}i∈b⟩E2 .

We describe W as the following procedure. We start by applying Hadamard on K to get

|{(xi, yi)}i∈[t]⟩E1 |⊕ℓi=1yai [1 : λ]⟩K.

Next, using ⊕ℓi=1yai [1 : λ] as the key we can define a partition of {(xi, yi)}i∈[t] the XOR of ℓ-sized subset of
y’s is |⊕ℓi=1yai [1 : λ]⟩. Since {(xi, yi)}i∈[t] ∈ Rcf(ℓ,λ), there is a unique partition with this property, namely
{yi}i∈a and {(xi, yi)}i∈b. Hence, applying V part, we get the state as

|{(xi, yi)}i∈a⟩E1 |{(xi, yi)}i∈b⟩E2 |⊕ℓi=1yai [1 : λ]⟩K.

Next, we XOR the bits y’s from E1 with K to get |0⟩K,tracing out |0⟩K, we get

|{(xi, yi)}i∈a⟩E1 |{(xi, yi)}i∈b⟩E2 .

Hence, W maps |ψ1⟩ to |ψ2⟩, and ρ2 = ρ3.
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Hybrid4: Output ρ4 = E
U←µn
V←µn

[
|AV,Ut ⟩⟨AV,Ut |

]
.

Claim 45. TD(ρ3, ρ4) ≤ O
(√

ℓtℓ+1

2λ/2

)
+ 4t(t−1)

N+1

Proof. Follows from Corollary 29.

This completes the proof of Theorem 42.

10 Unbounded-Query Secure Non-Adaptive PRUs: Barriers
Here we show that the construction of o(λ/ log(λ))-copy secure PRUs are almost tight for constructions
that make arbitrary depth-1 calls to the PRU. The main observation is that we can apply the quantum OR
technique from [CCS24] to the Choi states of any PRU that only makes non-adaptive calls. In particular,
consider the following:

Lemma 46. Let U be a unitary and CU be any algorithm that makes t non-adaptive calls to U . Then there
is an algorithm that prepares |ΦCU ⟩ given t-copies of |ΦU ⟩, where |ΦU ⟩ is the Choi state of U .

Proof. We can assume without loss of generality that CU applies a unitary A, then U⊗t, and then another
unitary B. Thus, we can prepare the Choi state |ΦCU ⟩ as follows:

(id⊗B)(A⊺ ⊗ id)|ΦU ⟩⊗t = (id⊗B)(A⊺ ⊗ id)|ΦU⊗t⟩
= (id⊗B)(A⊺ ⊗ id)(id⊗ U⊗t)|Ω⟩
= (id⊗B)(id⊗ U⊗t)(A⊺ ⊗ id)|Ω⟩
= (id⊗B)(id⊗ U⊗t)(id⊗A)|Ω⟩
= |ΦBU⊗tA⟩
= |ΦCU ⟩ .

Here the first line uses the definition of the Choi state. Then we use the fact that U⊗t and A⊺ act on different
registers and therefore commute with each other. Finally, we use the ricochet property of EPR pairs, and
the definition of the Choi state and CU .

10.1 Optimality of ℓ-Query PRUs in Section 9
We argue that the construction presented in Section 9 is optimal in terms of its query bound. That is, we
show that for any ℓ-query PRU, where the algorithm makes a single query to the Haar random oracle, it
has to be the case that ℓ = O(λ/ log(λ)

1+ε
), where ε > 0. Our proof is inspired by the dimension counting

argument from [AGQY22; AGL24].

Theorem 47. Let {GUk }k∈{0,1}λ be a set of oracle algorithms, where Gk runs in polynomial time. Moreover,
for every k ∈ {0, 1}λ, there exists efficiently implementable unitaries Ak and Bk such that Gk = BkUAk.

Then, {GUk }k∈{0,1}λ is not an ℓ-query PRU for ℓ = ω(λ/ log(λ)) in iQHROM, where U is the Haar
unitary.

Proof. Before we describe the distinguisher that violates the security of GUk , we first state some observations.
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Observations. From Lemma 46, note that |ΦGU
k
⟩ = (A⊺

k ⊗Bk)|ΦU ⟩. We define ρ(t,ℓ)0 below.

ρ
(t,ℓ)
0 = E

k←{0,1}λ
U←µn

[
|ΦU ⟩⟨ΦU |⊗t ⊗ |ΦGU

k
⟩⟨ΦGU

k
|⊗ℓ
]

= E
k←{0,1}λ
U←µn

[
|ΦU ⟩⟨ΦU |⊗t ⊗

(
(A⊺

k ⊗Bk) |ΦU ⟩⟨ΦU |
(
(A⊺

k)
† ⊗ (Bk)

†))⊗ℓ]

= E
k←{0,1}λ

[(
id⊗ (A⊺

k ⊗Bk)
⊗ℓ
)

E
U←µn

[
|ΦU ⟩⟨ΦU |⊗t ⊗ |ΦU ⟩⟨ΦU |⊗ℓ

]((
id⊗ (A⊺

k ⊗Bk)
†
)⊗ℓ)]

.

We determine rank
(
ρ
(t,ℓ)
0

)
. In order to do that, note that, from [Har23],11 the following holds:

rank

(
E

U←µn

[
|ΦU ⟩⟨ΦU |⊗t ⊗ |ΦU ⟩⟨ΦU |⊗ℓ

])
= dim(Π

(t+ℓ),2m
Sym ),

where Π
(t+ℓ),2m
Sym is the projector onto the symmetric subspace spanned by (t+ ℓ)-copy m-qubit states.

Thus, we have the following:

rank
(
ρ
(t,ℓ)
0

)
≤ 2λ ·

(
22m + ℓ+ t− 1

ℓ+ t

)
.

We define another state ρ(t,ℓ)1 as

ρ
(t,ℓ)
1 = E

U←µn
V←µn

[
|ΦU ⟩⟨ΦU |⊗t ⊗ |ΦV ⟩⟨ΦV |⊗ℓ

]
.

We determine rank
(
ρ
(t,ℓ)
1

)
and have

rank
(
ρ
(t,ℓ)
1

)
=

(
22m + ℓ− 1

ℓ

)
·
(
22m + t− 1

t

)
.

Finally, we use the following fact to upper bound rank(ρ
(t,ℓ)
0 )

rank(ρ
(t,ℓ)
1 )

.

Claim 48 ([AGL24]). Suppose ℓ = ω(λ/ log(λ)), t = λ3. Then:

2λ ·
(
22m+ℓ+t−1

ℓ+t

)(
22m+ℓ−1

ℓ

)
·
(
22m+t−1

t

) ≤ 1

2λ

Using the above claim, we have (for the parameters stated in the claim) that rank(ρ
(t,ℓ)
0 )

rank(ρ
(t,ℓ)
1 )

≤ 1
2λ

.

Distinguisher. Let Π be the projector that projects onto the eigenspace of ρ(t,ℓ)0 . The distinguisher A,
with oracle access to the Haar random unitary U and another unitary W (which is either the unitary design
that depends on U or a Haar random unitary that is independently sampled), does the following:

• A creates t copies of |ΦU ⟩⟨ΦU | by making t queries to U .
11Specifically, [Har23] gives a closed form expression for σ0 = E

U←µn

[
|ΦU ⟩⟨ΦU |⊗t ⊗ |ΦU ⟩⟨ΦU |⊗ℓ

]
(see equation (23) in [Har23])

and also, σ1 = E
U←µn

[
U⊗(t+ℓ)|02m⟩⟨02m|U⊗(t+ℓ)

]
(see equation (22) in [Har23]). From the closed form expressions, it follows

that rank(σ0) = rank(σ1). But σ1 is precisely, the normalized projector on the symmetric subspace Π
(t+ℓ),2m
Sym .
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• A creates ℓ copies of |ΦW ⟩⟨ΦW | by making ℓ queries to W .

• It then measures |ΦU ⟩⟨ΦU |⊗t ⊗ |ΦW ⟩⟨ΦW |⊗ℓ using the measurement basis {Π, id−Π}.

• If the measurement succeeds, output 1. Otherwise, output 0.

Let us consider the following cases.

Case 1. W = GUk : In this case, the probability that the distinguisher always outputs 1.

Case 2. W = V , where V is an i.i.d Haar random unitary: We have the following:

Tr
(
Πρℓ,t1

)
≤ Tr(Π)

rank(ρ
(ℓ,t)
1 )

=
rank(ρ

(ℓ,t)
0 )

rank(ρ
(ℓ,t)
1 )

≤ 1

2λ
(Claim 48)

10.2 Almost Optimality among Parallel-Query Pseudorandom Unitaries
In the previous section, we showed that a PRU construction that makes only a single call to the Haar
random unitary cannot be more secure than our construction. Here we show that PRU constructions that
make arbitrarily many queries in parallel cannot be much more secure than our construction.

We begin as in [CCS24], showing that many copies of the Choi state of a Haar random unitary are far
from the Choi state of any fixed unitary with high probability. To prove this, we follow the proof of Lemma
5.4 from [CCS24], with a slight modification to handle Choi states of Haar random unitaries.

Lemma 49 (Lemma 5.4 from [CCS24]). Let |ψ0⟩ be a 2n-dimensional state, then

Pr
|ψ⟩←Hn

[
|⟨ψ|ψ0⟩|2 ≥

1

2

]
≤ 8 exp

(
−2n

600

)
.

We prove a slightly modified version of the lemma as it pertains to Choi states.

Lemma 50. Let U0 be a 2n × 2n unitary matrix, then the following holds

Pr
U←µn

[
|⟨ΦU |ΦU0

⟩|2 ≥ 1

2

]
≤ 2 exp

(
−2n

96

)
.

Proof. Our goal is to apply Levy’s lemma to the squared inner product of the Choi states. First, consider
the following function of two unitaries:

f1(U) = Re
(
⟨Ω|UU†0 |Ω⟩

)
.

Then the following holds

|f1(U)− f1(V )| =
∣∣∣Re(⟨Ω|UU†0 |Ω⟩)− Re

(
⟨Ω|V U†0 |Ω⟩

)∣∣∣
≤
∣∣∣⟨Ω|(U − V )U†0 |Ω⟩

∣∣∣
=

∣∣∣∣ 12n Tr
[
(U − V )U†0

]∣∣∣∣
≤ 1

2n
∥U − V ∥F ∥U0∥F
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= ∥U − V ∥F .

The same inequalities apply for f2(U) = Im
(
⟨Ω|UU†0 |Ω⟩

)
. Applying Levy’s lemma, we have the following:

Pr
U←µn

[f1(U) ≥ 1/2] ≤ exp

(
−2n

96

)
.

The same holds for f2. Thus by a union bound, we have that

Pr
U←Hn

[
|⟨ΦU |ΦU0

⟩|2 ≥ 1

2

]
= Pr
U←µn

[
f21 (U) + f22 (U) ≥ 1

2

]
≤ Pr
U←µn

[
f1(U) ≥ 1

2

]
+ Pr
U←µn

[
f2(U) ≥ 1

2

]
≤ 2 exp

(
−2n

96

)
,

as desired. This completes the proof of the lemma.

The final technical tool we need for this section is the quantum OR lemma.

Lemma 51 (Quantum OR lemma [WB24; HLM17]). Let Π1, . . . ,Πm be a collection of projectors, and let
ϵ ≤ 1

2 and δ. Let ρ be a state with the promise that either there exists Πi such that Tr[Πiρ] ≥ 1− ϵ (case 1),
or for all i, Tr[Πiρ] ≤ δ (case 2). Then there is a polynomial space quantum algorithm A such that

1. In case 1, A accepts with probability at least (1− ϵ)2/4.5.

2. In case 2, A accepts with probability at most 2mδ.

A only requires black box access to the projector valued measurements {Πi, id−Πi} and O(logm) additional
space.

Using these results, we can prove that no construction of PRU in the iQHROM can only make a single
parallel query to the common Haar random unitary.

Theorem 52 (Tightness of PRU). For any construction of PRU making non-adaptive calls to the Haar
random oracle, with output size equal to λ, there exists an adversary that breaks its security by making
O(λ) non-adaptive queries to the PRU and p(λ) non-adaptive queries to the Haar random oracle for some
polynomial p.

Proof. We construct an adversary against any PRU that makes non-adaptive queries using the quantum
OR attack from [CCS24]. Assume that the PRU construct on key k first calls unitary Ak, then calls the
Haar random unitary U⊗t, and finally runs Bk. We describe the kth measurement that we use as input
to the quantum OR algorithm. Starting from O(tλ) copies of |ΦU ⟩ and O(λ) copies of |ΦO⟩, for every key
k, the adversary performs the algorithm described by Lemma 46 on (|ΦU ⟩⊗t)

⊗O(λ) to get O(λ) copies of
|ΦUk

⟩, the Choi state corresponding to the PRU with key k. Then the measurement performs a SWAP test
with all O(λ) copies of |ΦO⟩. Finally, the measurement uncomputes the computation. Formally, the k’th
measurement operator Πk has the following description, where the registers AB contain copies of the Choi
state |ΦU ⟩ and the registers CD contain copies of the Choi state |ΦO⟩.

Πk =
((

(A∗k ⊗B
†
k)AB ⊗ idBC

)
(Πsym

ABCD) ((A
⊺
k ⊗Bk)AB ⊗ idBC)

)⊗O(λ)

.

Here A∗ is the complex conjugate of A, as opposed to A†, which is the conjugate transpose. From Lemma 46,
when the oracle O is equal to Uk for some k, there is a choice (namely the one corresponding to k) of
measurement that accepts with probability 1. Thus, in Lemma 51, we can set ϵ = 0.
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Furthermore, from Lemma 50 if the oracle is a Haar random unitary, then with probability 1−2 exp
(
− d

96

)
,

the Choi states have less than 1/2 squared fidelity. The probability that the swap test succeeds on all O(λ)

copies of the state is thus upper bounded by
(
3
4

)O(λ). Setting the number of copies of the state to be cλ for
any constant such that (3/4)c < 1/2, we can apply a union bound over all 2λ measurements to get that the
probability that the quantum OR accepts for a Haar random state is negligible in λ. Applying Lemma 51,
we see that our adversary breaks PRU security with constant probability.

11 Unbounded-Copy PRS in the iQHROM
In this section the main result is a simple construction of pseudorandom states in the iQHROM. The
construction of a PRS generator G, with oracle access to an n(λ)-qubit Haar random unitary U for n ≥ λ,
is as follows: on input k ∈ {0, 1}λ, output U |k||0n−λ⟩. We note that this result is probably provable using
the lower bound on unstructured search. However, as a warm-up for the next section, we present a nice
argument using the path-recording framework.

Theorem 53. G is a multi-copy secure PRS generator in the iQHROM. Formally, an adversary that receives
t copies of a state that is either the output of G on a random k ∈ {0, 1}λ or a Haar random state that is
independent of U and makes s adaptive queries to U has distinguishing advantage at most O

(√
s
2λ

+ (t+s)2√
2n

)
.

Proof. Fix n, λ, t, s and let N := 2n for the rest of the proof. We complete by hybrid arguments.

Hybrid 1: The challenger samples a uniformly random k ∈ {0, 1}λ and sends t copies of U |k||0n−λ⟩ to the
adversary, where U is the Haar random oracle. Then, the adversary makes s queries to U .

Hybrid 2: Using the path-recording framework, we can write the initial state of an adversary that receives t
copies of PR|k||0n−λ⟩ for a uniformly random k ∈ {0, 1}λ as follows

1√
2λ

∑
k∈{0,1}λ

(
t⊗
i=1

PR|k||0n−λ⟩Ci

)
|k⟩K =

√
1

2λN↓t

∑
k∈{0,1}λ,

(y1,...,yt)∈[N ]tdist

|y1, . . . , yt⟩C1...Ct |{(k||0n−λ, yi)}ti=1⟩E|k⟩K.

Then we can write the state of any adversary that given registers (C1, . . . ,Ct) and makes s many queries to
PR as follows

|ψreal⟩ABEK :=√
1

2λN↓t+s

∑
k∈{0,1}λ,

(x1,...,xs)∈[N ]s,

(y1,...,yt,z1,...,zs)∈[N ]t+s
dist

(
s∏
i=1

|zi⟩⟨xi|AA(i)
AB

)
|ψInit(y⃗)⟩AB|{(k||0n−λ, yi)}ti=1 ∪ {(xj , zj)}sj=1⟩E|k⟩K,

where |ψInit(y⃗)⟩AB := |y1, . . . , yt⟩C1...Ct |0⟩B′ for some ancilla register B′. From Theorem 22, the trace distance
between TrEK(|ψreal⟩⟨ψreal|ABEK) and the adversary’s density matrix in Hybrid 1 is O

(
(t+ s)2/2n

)
.

Here the key fact is that the zj and yi are distinct from each other, because the path-recording oracle
only appends zj that are not already in the image of the relation. We can then apply an isometry on the
purifying register that takes all elements of the relation state that have k as the input and puts them in a
new set. To do so, we say that a pair (R, k) of an injective relation R of size t+ s and a key k is good if and
only if

|{y ∈ Im(R) : (k||0n, y) ∈ R}| = t.

37



We define the projection Πgood onto the the subspace spanned by {|R⟩|k⟩ : (R, k) is good}. Explicitly,

Πgood :=
∑

(R,k) is good

|R⟩⟨R|E ⊗ |k⟩⟨k|K.

Hybrid 3: Now, consider applying Πgood on |ψreal⟩ABEK. Observe that |{(k||0n−λ, yi)}ti=1∪{(xj , zj)}sj=1⟩E|k⟩K
vanishes if and only if k ∈ {x⃗}, where {x⃗} :=

⋃s
i=1{xi}. Therefore, we get the following subnormalized state√

1

2λN↓t+s

∑
(x1,...,xs)∈[N ]s,

(y1,...,yt,z1,...,zs)∈[N ]t+s
dist,

k ̸∈{x⃗}

(
s∏
i=1

|zi⟩⟨xi|AA(i)
AB

)
|ψInit(y⃗)⟩AB|{(k||0n−λ, yi)}ti=1 ∪ {(xj , zj)}sj=1⟩E|k⟩K.

Then applying the partition isometry, we obtain√
1

2λN↓t+s

∑
(x1,...,xs)∈[N ]s,

(y1,...,yt,z1,...,zs)∈[N ]t+s
dist,

k ̸∈{x⃗}

(
s∏
i=1

|zi⟩⟨xi|AA(i)
AB

)
|ψInit(y⃗)⟩AB|{(k||0n−λ, yi)}ti=1⟩E1 |{(xj , zj)}sj=1⟩E2 |k⟩K.

Then we apply an isometry to uncompute k in register E1, controlled by register K, and obtain the sub-
normalized state |ψgood⟩ABE1E2K:√

1

2λN↓t+s

∑
(x1,...,xs)∈[N ]s,

(y1,...,yt,z1,...,zs)∈[N ]t+s
dist,

k ̸∈{x⃗}

(
s∏
i=1

|zi⟩⟨xi|AA(i)
AB

)
|ψInit(y⃗)⟩AB|{(0n, yi)}ti=1⟩E1 |{(xj , zj)}sj=1⟩E2 |k⟩K. (2)

The trace distance between TrEK(|ψreal⟩⟨ψreal|) in Hybrid 2 and TrE1E2K(|ψgood⟩⟨ψgood|) in Hybrid 3 satisfies

TD(TrEK(|ψreal⟩⟨ψreal|ABEK),TrE1E2K(|ψgood⟩⟨ψgood|ABE1E2K))

=TD(TrEK(|ψreal⟩⟨ψreal|ABEK),TrEK(Πgood|ψreal⟩⟨ψreal|ABEKΠgood))

≤TD(|ψreal⟩⟨ψreal|ABEK,Πgood|ψreal⟩⟨ψreal|ABEKΠgood)

≤
√
1− ∥Πgood|ψreal⟩ABEK∥2

=

√
1− ∥|ψgood⟩ABE1E2K∥

2
, (3)

where the last inequality follows from Lemma 11. Looking ahead, instead of bounding ∥|ψgood⟩∥ directly, we
will show that the inner product between |ψgood⟩ and some normalized state is negligibly close to 1. Hence,
we can conclude that ∥|ψgood⟩∥ is also negligibly close to 1 from Lemma 12.

For readability, we define Hybrid 6 to Hybrid 4 in reverse order.

Hybrid 6: Next, we can examine the state of an adversary who got copies of an independently sampled Haar
random state, which we can model as getting copies of V |0⟩ for an independently sampled unitary V .

Hybrid 5: Similar to Hybrid 2, using the path-recording framework, we replace (U, V ) with (PR1,PR2) and
define the normalized state

|ψPR1,PR2

ideal ⟩ABE1E2 :=

√
1

N↓tN↓s

∑
(x1,...,xs)∈[N ]s,

(y1,...,yt)∈[N ]tdist,
(z1,...,zs)∈[N ]sdist

(
s∏
i=1

|zi⟩⟨xi|AA(i)
AB

)
|ψInit(y⃗)⟩AB|{(0n, yi)}ti=1⟩E1 |{(xj , zj)}sj=1⟩E2 .
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From Theorem 22, the trace distance between TrE1E2(|ψ
PR1,PR2

ideal ⟩⟨ψPR1,PR2

ideal |) in Hybrid 5 and the adversary’s
density matrix in Hybrid 6 is O((t2 + s2)/2n).

Hybrid 4: We replace (PR1,PR2) with (pcf1,nPR
(E1), pcf1,nPR

(E2)) as defined in Section 6.2 and define the
normalized state

|ψcfPR1,cfPR2

ideal ⟩ABE1E2 :=√
1

N↓t+s

∑
(x1,...,xs)∈[N ]s,

(y1,...,yt,z1,...,zs)∈[N ]t+s
dist

(
s∏
i=1

|zi⟩⟨xi|AA(i)
AB

)
|ψInit(y⃗)⟩AB|{(0n, yi)}ti=1⟩E1 |{(xj , zj)}sj=1⟩E2 .

We apply an isometry to append 1√
2λ−|{x⃗}|

∑
k/∈{x⃗}|k⟩K on the above state, controlled by register E, and

result in the normalized state

|ϕcfPR1,cfPR2

ideal ⟩ABE1E2K :=

√
1

N↓t+s

∑
(x1,...,xs)∈[N ]s,

(y1,...,yt,z1,...,zs)∈[N ]t+s
dist

(
s∏
i=1

|zi⟩⟨xi|AA(i)
AB

)
|ψInit(y⃗)⟩AB

⊗|{(0n, yi)}ti=1⟩E1 |{(xj , zj)}sj=1⟩E2

1√
2λ − |{x⃗}|

∑
k/∈{x⃗}

|k⟩K.

(4)

By Theorem 27, the trace distance between |ψcfPR1,cfPR2

ideal ⟩ in Hybrid 4 and |ψPR1,PR2

ideal ⟩ in Hybrid 5 is
O((t+ s)2/

√
2n).

Finally, we show that the inner product between the sub-normalized state |ψgood⟩ in Hybrid 3 (Equa-
tion (2)) and the normalized state |ϕcfPR1,cfPR2

ideal ⟩ in Hybrid 4 (Equation (4)) is negligibly close to 1. Notice
that

|ϕcfPR1,cfPR2

ideal ⟩ABE1E2K :=

√
1

N↓t+s

∑
(x1,...,xs)∈[N ]s,

(y1,...,yt,z1,...,zs)∈[N ]t+s
dist

(
s∏
i=1

|zi⟩⟨xi|AA(i)
AB

)
|ψInit(y⃗)⟩AB

⊗|{(0n, yi)}ti=1⟩E1 |{(xj , zj)}sj=1⟩E2

1√
2λ − |{x⃗}|

∑
k/∈{x⃗}

|k⟩K,

and

|ψgood⟩ABE1E2K :=

√
1

N↓t+s

∑
(x1,...,xs)∈[N ]s,

(y1,...,yt,z1,...,zs)∈[N ]t+s
dist

√
2λ − |{x⃗}|

2λ

(
s∏
i=1

|zi⟩⟨xi|AA(i)
AB

)
|ψInit(y⃗)⟩AB

⊗|{(0n, yi)}ti=1⟩E1 |{(xj , zj)}sj=1⟩E2

1√
2λ − |{x⃗}|

∑
k/∈{x⃗}

|k⟩K.

Since for all (x1, . . . , xs) ∈ [N ]s, √
2λ − |{x⃗}|

2λ
≥
√

2λ − s
2λ

.

Hence, by Lemma 13, the inner product between |ψgood⟩ and |ϕcfPR1,cfPR2

ideal ⟩ is
√
1− s

2λ
and the trace distance

between TrEK(|ψreal⟩⟨ψreal|) in Hybrid 2 and TrE1E2K(|ψgood⟩⟨ψgood|)) in Hybrid 3 (Equation (3)) is O(
√
s/2λ).

Collecting the bounds, the trace distance between the adversary’s density matrix in Hybrid 1 and that in
Hybrid 6 is upper bounded by O

(√
s
2λ

+ (t+s)2√
2n

)
as desired.
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12 Adaptively Secure PRFS in the iQHROM
In this section, we extend the construction of PRS to PRFS. Our construction of a PRFS generator with
key length λ, input length m = m(λ), and output length n = n(λ) such that n ≥ λ + m is intuitive and
simple. Given oracle access to an n-qubit Haar random oracle U , on input w ∈ {0, 1}m and key k ∈ {0, 1}λ,
the PRFS generator G outputs U |k||w||0n−λ−m⟩. Namely,

OPRFS(k, ·) : |w⟩|0n⟩ 7→ |w⟩ ⊗ U |k||w||0n−λ−m⟩.

We will prove that G is secure against any adversary that makes arbitrary polynomial adaptive quantum
queries to U and arbitrary polynomial adaptive classical queries to O, where O is either the PRFS construc-
tion OPRFS or a Haar random state generator OHaar defined in Definition 9.

Theorem 54. G is an APRFS generator in the iQHROM if n and m satisfy n ≥ λ+m. Formally, for any
t ∈ N and adversary that makes t adaptive quantum queries to U and t adaptive classical queries to O, the
distinguishing advantage of A is at most O

(
t2

2n−m + t2√
2n

+
√

t
2λ

)
.

Proof. Fix λ,m, n, t ∈ N and let M := 2m and N := 2n. We assume that A alternatively makes queries to U
and O. That is, the adversary makes all odd-indexed queries to U and all even-indexed queries to O. This
is without loss of generality, as we can pad dummy queries and will later prove that the asymptotic bound
remains unchanged.

From Definition 9, we need to show that classical query access to OPRFS(k, ·) is indistinguishable from
classical query access to OHaar. Here OHaar(·), on input x ∈ {0, 1}m(λ), outputs |ϑx⟩, where, for every
w ∈ {0, 1}m(λ), |ϑw⟩ := Uw|0n⟩ and {Uw}w∈{0,1}m is a set of i.i.d.n-qubit Haar unitaries. Notice that by the
unitary invariance of the Haar measure, we can equivalently define |ϑw⟩ := Uw|w⟩, where w := 0λ||w||0n−λ−m.

To model that adversary A makes classical queries, we introduce the transcript register Q = (Q1, . . . ,Qt)
where Qi stores A’s i-th classical query. We allow A to send the input register A, but then register A
is immediately measured in the computational basis. Moreover, the adversary A does not have access to
register Q. By the deferred measurement principle, equivalently, we can assume that right after A makes a
classical query, the content in A is copied to Q. At the end, register Q is measured in the computational
basis. Further note that whenever A queries on an input, the oracle appends an n-qubit answer register D
to the system. See Figure 4 for an exposition.12

For ease of notation, going forward we define

OPRFS(k, ·) : |w⟩A 7→ |w⟩A ⊗ U |k||w||0n−λ−m⟩D,

and
OHaar : |w⟩A 7→ |w⟩A ⊗ Uw|w⟩D.

Here for the i-th query, the register appended is called Di and is appended to the system.
We refer to the experiment as Ideal if O = OHaar and as Real if O = OPRFS, respectively.

We complete the proof by hybrid arguments.

• Ideal: The adversary gets access to the Quantum Haar Random Oracle U and OHaar.

• Hybrid 1: The adversary gets access to a path recording isometry PRABE1
and OHaar.

Lemma 55.
∣∣PrHybrid 1[1← APRABE1

,OHaar ]− PrIdeal[1← AU,OHaar ]
∣∣ = O

(
t2

2n

)
.

12Register A contains the first m qubits of A, register B contains the (m+ 1)-th qubit to the n-th qubit of A, and register C
contains all the other qubits of A. Recall that O is an isometry with an input length m and an output length m + n. Hence,
the number of A’s qubits increases by n after the i-th query to O for all i ∈ [t], and the next internal unitary A2i−1 is defined
over the extended space. Although this is not reflected in Figure 4, it should not cause confusion.
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|⊥⟩Qt

|⊥⟩Q1

|0⟩A

|0⟩B

|0⟩C

A1

U

A2

O

· · ·

...

A2t−1

U

A2t

O

Figure 4: Modeling classical queries to O.

Proof of Lemma 55. This is true by Theorem 22.

Before defining Hybrid 2.i, we define the path-recording isometries indexed by w ∈ {0, 1}m,

PRwDEw
2
: |x⟩D|R1⟩E1

⊗
w′∈{0,1}m

|Rw
′

2 ⟩Ew′
2
7→ 1√

N − |Rw2 |

∑
z∈[N ]\Im(Rw

2 )

|z⟩D|R1⟩E1
|Rw2 ∪(x, z)⟩Ew

2

⊗
w′∈{0,1}m
w′ ̸=w

|Rw
′

2 ⟩Ew′
2
.13

Hence, for i ∈ {0, 1}m, we define OHyb2.i as

OHyb2.i : |w⟩A|R1⟩E1

⊗
w′∈{0,1}m

|Rw
′

2 ⟩Ew′
2
7→

{
|w⟩APRwDEw

2
|w⟩D|R1⟩E1

⊗
w′∈{0,1}m |Rw

′

2 ⟩Ew′
2

, if w ≤ i
|w⟩A|ϑw⟩D|R1⟩E1

⊗
w′∈{0,1}m |Rw

′

2 ⟩Ew′
2

, otherwise,

where, for every w ∈ {0, 1}m(λ), |ϑw⟩ = Uw|w⟩ and Uw is an i.i.d.n-qubit Haar unitary.
• Hybrid 2.i for 0 ≤ i ≤M : The adversary gets access to a path recording isometry PRABE1

and OHyb2.i. We
assume that the initial state is

|0⟩ABC|⊥, . . . ,⊥⟩Q|{}⟩E1

⊗
w∈{0,1}m

|{}⟩Ew
2
,

where registers E1,E2 are purifying registers.

Lemma 56. PrHybrid 2.0[1← APRABE1
,OHyb2.0 ] = PrHybrid 1[1← APRABE1

,OHaar ].

Proof of Lemma 56. Note that OHyb2.0 and OHaar are identically distributed. Hence the above lemma holds.

Lemma 57. For all 0 ≤ i < M ,
∣∣PrHybrid 2.i[1← APRABE1

,OHyb2.i ]− PrHybrid 2.i+1[1← APRABE1
,OHyb2.i+1 ]

∣∣ =

O
(
t2

2n

)
.

Proof of Lemma 57. Let there is an adversary A such that∣∣∣∣ Pr
Hybrid 2.i

[1← APRABE1
,OHyb2.i ]− Pr

Hybrid 2.i+1
[1← APRABE1

,OHyb2.i+1 ]

∣∣∣∣ = ε,

13Here we assume that each Ew
2 to be of the size 2n2n, with the first |Rw′

2 | qubits to hold Rw′
2 and the rest 2n2n − |Rw′

2 | to
be ⊥. Whenever we add something to Rw′

2 , we update the number of ⊥ such that the total size of Ew
2 remains 2n2n.
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for some ε ∈ [0, 1]. We give the following (information-theoretic) reduction R given access to an oracle P
that is either an n-qubit Haar random oracle U or a path-recoding oracle PR such that∣∣Pr[1← RPR,A]− Pr

[
1← RU,A

]∣∣ = ε.

First, R initialises Q, E1 and Ew2 for all w ∈ {0, 1}m, w ̸= i+1. Next, R samples i.i.d. n-qubit Haar random
unitaries Uw for i+ 2 ≤ w ≤M .

• Whenever A queries PRABE1
, R locally simulates an independent path-recording oracle to respond to

A’s quantum queries to PR using E1.

• To respond to A’s classical queries, the reduction R locally simulates PRwAEw
2

for 1 ≤ w ≤ i, embeds P
as the (i+ 1)-th oracle, and returns with Uw|w⟩, for i+ 2 ≤ w ≤M .

By the above, R perfectly simulates A, hence∣∣Pr[1← RPR,A]− Pr
[
1← RU,A

]∣∣ = ε.

By Theorem 22, it holds that ε = O
(
t2

2n

)
. Hence,

∣∣PrHybrid 2.i[1← APR,OHyb2.i ]− PrHybrid 2.i+1[1← APR,OHyb2.i+1 ]
∣∣ =

O
(
t2

2n

)
as desired.

Before defining Hybrid 3, we define

OHyb3 : |w⟩A|R1⟩E1

⊗
w′∈{0,1}m

|Rw
′

2 ⟩Ew′
2
7→ |w⟩APRwDEw

2
|w⟩D|R1⟩E1

⊗
w′∈{0,1}m

|Rw
′

2 ⟩Ew′
2
.

• Hybrid 3: The adversary gets access to a path recording isometry PRABE1 and OHyb3.

Lemma 58. PrHybrid 3[1← APRABE1
,OHyb3 ] = PrHybrid 2.M [1← APRABE1

,OHyb2.M ].

Proof of Lemma 58. Note that OHyb2.M and OHyb3 are identical. Hence the above lemma holds.

Before defining Hybrid 4, we define oracles cfPR and OHyb4 that maintain the “global” injectivity of all
purifying registers:

cfPR|x⟩AB|R1⟩E1

⊗
w′∈{0,1}m

|Rw
′

2 ⟩Ew′
2

:=

1√
N −

∣∣∣Im(R1 ∪
⋃
w′∈{0,1}m Rw

′
2

)∣∣∣
∑
y∈[N ]:

y/∈Im
(
R1∪

⋃
w′∈{0,1}m Rw′

2

)
|y⟩AB ⊗ |R1 ∪ {(x, y)}⟩E1

⊗
w′∈{0,1}m

|Rw
′

2 ⟩Ew′
2

and

OHyb4|w⟩A|R1⟩E1

⊗
w′∈{0,1}m

|Rw
′

2 ⟩Ew′
2

:=

1√
N −

∣∣∣Im(R1 ∪
⋃
w′∈{0,1}m Rw

′
2

)∣∣∣
∑
y∈[N ]:

y/∈Im
(
R1∪

⋃
w′∈{0,1}m Rw′

2

)
|w⟩A|y⟩D|R1⟩E1 |Rw2 ∪ (w, y)⟩Ew

2

⊗
w′∈{0,1}m
w′ ̸=w

|Rw
′

2 ⟩Ew′
2
.

• Hybrid 4: The adversary gets access to a path recording isometry cfPR and OHyb4.

Lemma 59.
∣∣PrHybrid 4[1← AcfPRABE1

,OHyb4 ]− PrHybrid 3[1← APRABE1
,OHyb3 ]

∣∣ = O
(

t2√
2n

)
.
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Proof of Lemma 59. By a similar hybrid as in Theorem 27 and calculation of inner product as in Lemma 28,
we have

∣∣PrHybrid 4[1← AcfPRABE1
,OHyb4 ]− PrHybrid 3[1← APRABE1

,OHyb3 ]
∣∣ = O

(
t2√
2n

)
.

For ease of notation, we assume that A2i+1 maps ABCDi to ABC where C is updated to be increased by
the size of Di.

Hence, the final state in Hybrid 4 is

|AcfPR,OHyb4

t,t ⟩ :=
∑

x⃗∈[N ]t,w⃗∈[M ]t,

(y1,...,yt,z1,...,zt)∈[N ]2tdist

1√
N↓2t

(
t∏
i=1

|wi⟩⟨wi|A ⊗ |zi⟩Di
·A2i|yi⟩⟨xi|ABA2i−1

)
|0⟩ABC

⊗ |w⃗⟩Q|{(xj , yj)}j∈[t]⟩E1

⊗
w′∈{0,1}m

|{(wi, zi) : wi = w′}⟩Ew′
2
. (5)

Finally, Hybrid 5 is the same as Real except that U is replaced with PR.

• Hybrid 5: A makes t quantum queries to PRABE and t classical queries to OHyb5 defined as follows.

• Initial state: |0⟩ABC|⊥, . . . ,⊥⟩Q|{}⟩E ⊗ 1√
2λ

∑
k∈{0,1}λ |k⟩K.

• Oracle PRABE:
|x⟩AB|R⟩E 7→

1√
N − | Im(R)|

∑
y∈[N ]:
y/∈Im(R)

|y⟩AB|R ∪ {(x, y)}⟩E.

• Oracle OHyb5:

|w⟩A|R⟩E|k⟩K 7→ |w⟩A ⊗
1√

N − | Im(R)|

∑
z∈[N ]:
z/∈Im(R)

|z⟩Di
|R ∪ {(k||w||0n−λ−m, z)}⟩E|k⟩K.

Hence, the final state in Hybrid 5 is

|APR,OHyb5

t,t ⟩ =
∑

k∈{0,1}λ,
x⃗∈[N ]t,w⃗∈[M ]t,

(y1,...,yt,z1,...,zt)∈[N ]2tdist

1√
2λ ·N↓2t

(
t∏
i=1

|wi⟩⟨wi|A ⊗ |zi⟩Di
·A2i|yi⟩⟨xi|ABA2i−1

)
|0⟩ABC

⊗ |w⃗⟩Q|{(xj , yj), (k||wj ||0n−λ−m, zj)}j∈[t]⟩E|k⟩K. (6)

Lemma 60.
∣∣PrHybrid 5[1← APR,OHyb5 ]− PrHybrid 4[1← AcfPRABE1

,OHyb4 ]
∣∣ = O

(√
t
2λ

)
.

Proof of Lemma 60. The structure of the proof is similar to that of Theorem 53. We will show that
|AcfPR,OHyb4

t,t ⟩ (Equation (5)) and |APR,OHyb5

t,t ⟩ (Equation (6)) are negligibly close after partially tracing out
their purifying registers. Specifically, we will define a projector Πgood and isometries V part, V func,⊕, V split and
WAppK such that

WAppK|AcfPR,OHyb4

t,t ⟩ ≈ V split · V func,⊕ · V part ·Πgood|APR,OHyb5

t,t ⟩.

We say that a pair of an injective relation and a key (R, k) ∈ Rinj
2t × {0, 1}λ is good if

|{(x, y) ∈ R : x[1:λ] = k}| = t,
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where x[1:λ] denotes the first λ bits of x ∈ {0, 1}n. For any good (R, k), we denote Rk := {(x, y) ∈ R :

x[1:λ] = k}. Define the projector Πgood
EK onto the subspace spanned by {|R⟩E|k⟩K} for all good (R, k). Then

we have

Πgood|APR,OHyb5

t,t ⟩ =
∑

x⃗∈[N ]t,w⃗∈[M ]t,

(y1,...,yt,z1,...,zt)∈[N ]2tdist

1√
N↓2t

(
t∏
i=1

|wi⟩⟨wi|A ⊗ |zi⟩Di
A2i|yi⟩⟨xi|ABA2i−1

)
|0⟩ABC|w⃗⟩Q

⊗ 1√
2λ

∑
k/∈{x⃗[1:λ]}

|{(xj , yj), (k||wj ||0n−λ−m, zj)}j∈[t]⟩E|k⟩K, (7)

where {x⃗[1:λ]} denotes the union of the first λ bits of all coordinates of x⃗, i.e., {x⃗[1:λ]} :=
⋃
i∈[t]{(xi)[1:λ]} ⊆

{0, 1}λ for any x⃗ = (x1, . . . , xt) ∈ [N ]t.

By Lemmas 11 and 13, it is sufficient to show the closeness between Equation (5) and Equation (7) up to
isometries. First, we define the following partial isometry on all good (R, k)

V part : |R⟩E|k⟩K 7→ |R \Rk⟩E1
|Rk⟩E2

|k⟩K.

Then applying V part on Equation (7), we have

V partΠgood|APR,OHyb5

t,t ⟩ =
∑

x⃗∈[N ]t,w⃗∈[M ]t,

(y1,...,yt,z1,...,zt)∈[N ]2tdist

1√
N↓2t

(
t∏
i=1

|wi⟩⟨wi|A ⊗ |zi⟩Di
·A2i|yi⟩⟨xi|ABA2i−1

)
|0⟩ABC|w⃗⟩Q

⊗ 1√
2λ

∑
k/∈{x⃗[1:λ]}

|{(xj , yj)}j∈[t]⟩E1 ⊗ |{(k||wℓ||0n−λ−m, zℓ)}ℓ∈[t]⟩E2 |k⟩K. (8)

Next, define a partial isometry isometry V func,⊕ on all w⃗ ∈ [M ]t, z⃗ ∈ [N ]tdist and k ∈ {0, 1}λ such that

V func,⊕ : |{(k||wℓ||0n−λ−m, zℓ)}ℓ∈[t]⟩E2 |k⟩K 7→ |{(wℓ, zℓ)}ℓ∈[t]⟩E2 |k⟩K.

Applying V func,⊕ to Equation (8) to uncompute k from each k||wℓ||0n−λ−m on register E2, we have

V func,⊕V partΠgood|APR,OHyb5

t,t ⟩ =
∑

x⃗∈[N ]t,w⃗∈[M ]t,

(y1,...,yt,z1,...,zt)∈[N ]2tdist

1√
N↓2t

(
t∏
i=1

|wi⟩⟨wi|A ⊗ |zi⟩Di
·A2i|yi⟩⟨xi|ABA2i−1

)
|0⟩ABC

⊗ |w⃗⟩Q|{(xj , yj)}j∈[t]⟩E1 |{(wℓ, zℓ)}ℓ∈[t]⟩E2 ⊗
1√
2λ

∑
k/∈{x⃗[1:λ]}

|k⟩K. (9)

Define a partial isometry V split defined on all w⃗ ∈ [M ]t and z⃗ ∈ [N ]tdist such that

V split : |{(wi, zi)}i∈[t]⟩E2
7→

⊗
w′∈{0,1}m

|{(wi, zi) : wi = w′}⟩Ew′
2
.

Applying V split to Equation (9), we have the following subnormalised state |ψ5⟩,

|ψ5⟩ =
∑

x⃗∈[N ]t,w⃗∈[M ]t,

(y1,...,yt,z1,...,zt)∈[N ]2tdist

1√
N↓2t

(
t∏
i=1

|wi⟩⟨wi|A ⊗ |zi⟩Di
·A2i|yi⟩⟨xi|ABA2i−1

)
|0⟩ABC
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⊗ |w⃗⟩Q|{(xj , yj)}j∈[t]⟩E1

⊗
w′∈{0,1}m

|{(wi, zi) : wi = w′}⟩Ew′
2
⊗ 1√

2λ

∑
k/∈{x⃗[1:λ]}

|k⟩K. (10)

Now, we define the following isometry

WAppK : |R⟩E1
7→ |R⟩E1

⊗ 1√
2λ − |{x⃗[1:λ]}|

∑
k∈{0,1}λ:
k/∈{x⃗[1:λ]}

|k⟩K.

Applying WAppK to Equation (5), we get |ψ4⟩ as

|ψ4⟩ =
∑

x⃗∈[N ]t,w⃗∈[M ]t,

(y1,...,yt,z1,...,zt)∈[N ]2tdist

1√
N↓2t

(
t∏
i=1

|wi⟩⟨wi|A ⊗ |zi⟩Di
·A2i|yi⟩⟨xi|ABA2i−1

)
|0⟩ABC

⊗ |w⃗⟩Q|{(xj , yj)}j∈[t]⟩E1

⊗
w′∈{0,1}m

|{(wi, zi) : wi = w′}⟩Ew′
2
⊗ 1√

2λ − |{x⃗[1:λ]}|

∑
k/∈{x⃗[1:λ]}

|k⟩K. (11)

Notice that

|ψ5⟩ =
∑

x⃗∈[N ]t,w⃗∈[M ]t,

(y1,...,yt,z1,...,zt)∈[N ]2tdist

√
2λ − |{x⃗[1:λ]}|

2λ
1√
N↓2t

(
t∏
i=1

|wi⟩⟨wi|A ⊗ |zi⟩Di ·A2i|yi⟩⟨xi|ABA2i−1

)
|0⟩ABC

⊗ |w⃗⟩Q|{(xj , yj)}j∈[t]⟩E1

⊗
w′∈{0,1}m

|{(wi, zi) : wi = w′}⟩Ew′
2
⊗ 1√

2λ − |{x⃗[1:λ]}|

∑
k/∈{x⃗[1:λ]}

|k⟩K. (12)

Since for all x⃗ ∈ [N ]t, √
2λ − |{x⃗[1:λ]}|

2λ
≥
√

2λ − t
2λ

,

by Lemma 13, the inner product between |ψ4⟩ and |ψ5⟩ is at most
√

1− t/2λ. Hence the required trace

distance is at most O
(√

t
2λ

)
.

• Real: The adversary gets access to the Quantum Haar Random Oracle U and OPRFS.

Lemma 61.
∣∣PrHybrid 5[1← APR,OHyb5 ]− PrReal[1← AU,OPRFS ]

∣∣ = O
(
t2

2n

)
.

Proof of Lemma 61. This is true by Theorem 22.

Collecting the probabilities, the distinguishing advantage of A is at most O
(

t2

2n−m + t2√
2n

+
√

t
2λ

)
as desired.

This completes the proof of Theorem 54.
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A Omitted Proofs

A.1 Omitted Proofs in Section 6
Proof of Lemma 25. The total number of constraints impossed by i-fold collision-freeness is

(|S|
i

)( |S|
i−1
)
. Each

constraint removes at most 2n−λ elements from CFℓ,λ(S). Hence the total number of elements not in CFℓ,λ(S)
is less than

2n−λ ·

(
ℓ∑
i=1

(
|S|
i

)(
|S|
i− 1

))
≤ 2n−λ ·

(
ℓ∑
i=1

(
e|S|
i

)2i
)

≤ 2n−λ ·

(
ℓ∑
i=1

(
e|S|
ℓ

)2ℓ
)
≤ 2n−λ · ℓ|S|2ℓ.

A.2 Omitted Proofs in Section 7
Proof of Claim 36. Fix x⃗ ∈ [N ]t, y⃗ ∈ [N ]tdist and z⃗ ∈ ([N ] \ {y⃗})ℓdist. Let for any k ∈ {0, 1}n,

Rk := {(xi, zi)}i∈a ⊎ {(zi ⊕ k, yi)}i∈a ⊎ {(xi, yi)}i∈b.

Then, we want to show that∑
k∈{0,1}n

Πgood
E1K
|Rk⟩E1

|k⟩K =
∑

k∈{0,1}n\({x⃗}⊕{y⃗})∪({x⃗}⊕{z⃗})

|Rk⟩E1
|k⟩K

We show this in 3 parts,

1. If k ∈ {x⃗} ⊕ {y⃗}, then Πgood
E1K
|Rk⟩E1 |k⟩K = 0.

2. If k ∈ {x⃗} ⊕ {z⃗}, then Πgood
E1K
|Rk⟩E1

|k⟩K = 0.

3. If k ∈ {0, 1}n \ ({x⃗} ⊕ {y⃗}) ∪ ({x⃗} ⊕ {z⃗}), then Πgood
E1K
|Rk⟩E1 |k⟩K = |Rk⟩E1 |k⟩K.

Claim 62. If k ∈ {x⃗} ⊕ {y⃗}, then Πgood
E1K
|Rk⟩E1

|k⟩K = 0.

Proof. Let k = yj1 ⊕ xj2 for some j1, j2 ∈ [t], then we can divide this into the following cases:
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• Let j1, j2 ∈ a, then

{((xi, zi), (zi ⊕ k, yi))}i∈a ∪ {((zj1 ⊕ k, yj1), (xj2 , zj2))} ⊆ CorX(Rk, k),

hence |CorX(Rk, k)| ≥ ℓ+ 1.

• Let j1 ∈ a, j2 ∈ b, then

{((xi, zi), (zi ⊕ k, yi))}i∈a ∪ {((zj1 ⊕ k, yj1), (xj2 , yj2))} ⊆ CorX(Rk, k),

hence |CorX(Rk, k)| ≥ ℓ+ 1.

• Let j1 ∈ a, j2 ∈ b, then symmetric to the above case |CorX(Rk, k)| ≥ ℓ+ 1.

• Let j1, j2 ∈ b, then

{((xi, zi), (zi ⊕ k, yi))}i∈a ∪ {((xj1 , yj1), (xj2 , yj2))} ⊆ CorX(Rk, k),

hence |CorX(Rk, k)| ≥ ℓ+ 1.

Claim 63. If k ∈ {x⃗} ⊕ {z⃗}, then Πgood
E1K
|Rk⟩E1 |k⟩K = 0.

Proof. Let k = zj1 ⊕ xj2 for some j2 ∈ [t], j1 ∈ a, then we can divide this into the following cases:

• Let j1, j2 ∈ a, then

{((xi, zi), (zi ⊕ k, yi))}i∈a ∪ {((xj1 , zj1), (xj2 , zj2))} ⊆ CorX(Rk, k),

hence |CorX(Rk, k)| ≥ ℓ+ 1.

• Let j1 ∈ a, j2 ∈ b, then

{((xi, zi), (zi ⊕ k, yi))}i∈a ∪ {((xj1 ⊕ k, zj1), (xj2 , yj2))} ⊆ CorX(Rk, k),

hence |CorX(Rk, k)| ≥ ℓ+ 1.

Claim 64. If k ∈ {0, 1}n \ ({x⃗} ⊕ {y⃗}) ∪ ({x⃗} ⊕ {z⃗}), then

Πgood
E1K
|Rk⟩E1 |k⟩K = |Rk⟩E1 |k⟩K.

Proof. We complete the proof by a case analysis. For any (p0, p1) ∈ Rk × Rk, there are 9 cases depending
on the sets which p0 and p1 respectively belong to (see Table 1).

p0∈

p1 ∈
{(xj , zj)}j∈a {(zj ⊕ k, yj)}j∈a {(xj , yj)}j∈b

{(xi, zi)}i∈a E1 := {zi}i∈a ⊕ {xj}j∈a E2 := {zi}i∈a ⊕ {zj ⊕ k}j∈a E3 := {zi}i∈a ⊕ {xj}j∈b
{(zi ⊕ k, yi)}i∈a E4 := {yi}i∈a ⊕ {xj}j∈a E5 := {yi}i∈a ⊕ {zj ⊕ k}j∈a E6 := {yi}i∈a ⊕ {xj}j∈b
{(xi, yi)}i∈b E7 := {yi}i∈b ⊕ {xj}j∈a E8 := {yi}i∈b ⊕ {zj ⊕ k}j∈a E9 := {yi}i∈b ⊕ {xj}j∈b

Table 1: Cases analysis for (p0, p1).

We will show that |E2| = ℓ and |Ei| = 0 for i ̸= 2.
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• Since z⃗ has pairwise distinct coordinates, zi ⊕ (zj ⊕ k) = k if and only if i = j. Hence, |E2| = |a| = ℓ.

• Since k ̸∈ {x⃗} ⊕ {y⃗}, then E4 = E6 = E7 = E9 = {}.

• Since k ̸∈ {x⃗} ⊕ {z⃗}, then E1 = E3 = {}.

• Since for any i ∈ [t], j ∈ a, yi ̸= zj , yi ⊕ zj ⊕ k ̸= k, hence E2 = E5 = {}.

As a result, we have |CorX(Rk, k)| =
∑9
i=1 |Ei| = ℓ.

Combining the above claims completes the proof of Claim 36.
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